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ABSTRACT-- Biometric systems for today’s high security applications must meet stringent performance requirements. In
this paper, we provide an overview of the fundamentals of biometric identification, together with a description of the main
biometric technologies currently in use, all of them within a common reference framework.Conventional biometric
identification systems such as iris, fingerprint, face, DNA and speech have common weakness which is their vulnerability
to possibility to falsify feature. We survey of some of the unimodal and multimodal biometrics presented that are either
currently in use across a range of environments or those still in developing stage. We had tried to explain processes,
application, instrument required, advantages, limitation and a general look on various existing system. Multimodal
biometric systems are becoming more and more popular; they have more accuracy as compared to unimodal biometric
systems. A comparison on different qualitative parameters of these technologies is also given, so that the reader may have
a clear perspective of various parameters which should be taken into account. Things must change in all levels, ensuring
that openness is achieved, and in which our way of life will play a major role. To solve problems is characteristic of
present civilization and as far as, we are concerned our role is limited.
1. INTRODUCTION A new race of human being is drawing on the horizon. Which will be capable of acknowledging what some humans
of today are preparing for them beyond traditional teachings, it no longer corresponds to the current era. In recent years, it has
become very important to identify a user in applications such as personnel security, finance, airport, hospital and many other
important areas [1]. Human verification has traditionally been carried out by using a password and / or ID cards. To increase
reliability and to reduce the, fraudulent use of identity a wide range of biometric is emerging e.g. fingerprint, face and iris
[18]. The reliability of any biometric identification depends on ensuring that the signal acquired and compared has actually
been recorded from a live body part of the person to be identified and is not a manufactured template [33].
Biometric is technique of using unique non transferable, physical characteristics, such as to gain entry for personal
identification. It is a method of automatic verification of person based on some specific biometric features derived from his or
her physiological and behavioral characteristics .However all these identification methods have weaknesses such as [2,3,4]:
1.
2.
3.
4.
5.

Face and iris can be recorded by camera.
Speech can be recorded and replayed.
Fingerprint can be recreated in lack using an object touched by that person.
Signature can be reproduce easily.
It is easy to steal a piece of DNA from an unsuspecting subject.

All circumstances motivate to think in multi-dimension identification which is very active area of research. New
systems using features like hand vascular pattern, vein, gait, human tissue, knuckle, ear canal and even evoked brain signal
have been proposed [5]. However much reliance cannot be placed in to this biometrics as it can be forged by others. Another
new and prospective candidate for identification is the electrocardiogram (ECG) which yields relative high results for human
identification tasks [6, 7]. However, we note that ECG for identification is generally cumbersome due to the many (at least
three) electrodes required.
Things should be defined by man and detected by science Biometric means :
"Application of modern statistical method to measure biological objects” [15]. ”To identifying an individual based on his
or her distinguishing characteristics” [16].
”In general, feature extraction is a form of non-reversible compression, meaning that the original biometric image
cannot be reconstructed from the extracted features” [21].
Biometrics the term covers a wide range of technologies that can be used to identity and verify the person by
measuring and analyzing human characteristics. Most of the system requires personal reliable recognition systems to confirm
or determine the identity of an individual who require particular service [14, 17 and 121]. It operates by acquiring biometric
data from an individual, extracting a feature set from the acquired data, and comparing this feature set against the template set
in the database.
The design of a biometric system takes account of five objectives: cost, user acceptance and environment constraints,
accuracy, computation speed and security as shown in fig. Reducing accuracy can increase speed. Typical examples are
hierarchical approaches. Reducing user acceptance can improve accuracy.
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Fig explains general biometrics system and its output processes.
The main benefit of biometric technology is that it is more safe and comfortable then traditional systems.

Objectives of Biometric System
Biometric traits can be split into two main categories [14]:
1. Physiological Biometrics: It is based on direct measurements of a part of the human body. Fingerprint, face, iris, and
hand scan recognition belong to this group.
2. Behavioral Biometrics: It is based on asurements and data derived from an action performed by the user, and thus
indirectly measures some characteristics of the human body. Signature, gait, gesture, and key stroking recognition belong
to this group.
2. EXISTING TECHNIQUES OF HUMAN AUTHENTICATION AND IDENTIFICATION In information technology, biometrics refers to technologies that measure and analyzes human body characteristics, such
as DNA, fingerprints, eye, retinas and irises, voice patterns, facial patterns and hand measurements, for authentication
purposes. Since there are various biometrics characteristics in use, a brief over view on various biometrics characteristic is
given.
2.1 FINGERPRINT Fingerprint identification is probably the best known biometric technique, because of its widespread application in
forensic sciences and law enforcement scenarios. Archeological evidence says that finger print impression were the only
authentic identification since B.C. The pattern of fingerprint ridges and pores is different in each person; no two people have
the same pattern of ridges. Even for the identical twins, they may have similar general pattern but fine details are different.
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2.1.1 PRINCIPLE OF OPERATION There are three main technologies available today for the capture of fingerprint images [19]:
1. Optical technology-this is the oldest and most popular form used for image capture. Essentially, a camera (located in the
fingerprint recognition device) takes raw images of the fingerprint.
2. Silicon technology-a silicon chip is used, and the capacitive characteristics of the fingerprint are captured into images.
3. Ultrasound technology-Basically, an ultrasound image of the fingerprint is captured. This technology has proved to work
better than the other two, because it can penetrate through different types of fingerprint dirt and residue.
2.1.2 AREA OF APPLICATION Fingerprint recognition is the most stable biometric technology; it is longest and has more commercial applications.
These are widely used in forensic department, in network access, physical access entry configuration; it is also choice of
financial institutions.
2.1.3 INSTRUMENTATION REQUIRED  Fingerprint scanner can be of various types (such as optical, solid state e.t.c).

Fourier transforms.

Gabor filters.
2.1.4 ADVANTAGES It has relatively outstanding features of universality, permanence, uniqueness, Accuracy and low cost which makes
it most popular and a reliable technique so is the leading biometric technology [133].there is archeological evidence that
Assyrians and Chinese ancient civilizations have used fingerprints as a form of Identification since 7000 to 6000 BC [134].
2.1.5 LIMITATION  Fingerprint can be recreated in latex using an object touched by the person.
 Noisy data can also result film accumulation of dirt on a sensor or from ambient conditions.[3]
 Since the finger actually touches the scanning device, reduce sensitivity and reliability of optical scanners.
2.1.6 SIGNIFICANT DEVELOPMENT IN THIS AREA [14, 18, 33, 34] Jain and Prabhakar [143] (2001) Most of the fingerprint identification system employs techniques based on minutiae
points. Chikkerur et al. [144] (2006) Although the minutiae pattern of each finger is quite unique, noise and distortion during
the acquisition of the fingerprint and errors in the minutiae extraction process results in a number of missing and spurious
minutiae. Ridge feature-based method is used to remove this problem. It uses orientation of frequencies of ridges, ridge shape
and texture information for fingerprint matching. Yusufi et al. [145] (2007) The correlation based technique uses two
fingerprint images superimposed and correlate the corresponding pixels for different alignment.Latter on Agrawal et al. [146]
(2008) proposed gradient based approach to capture textural information by dividing each minutiae neighborhood locations
into several local regions of which histograms of oriented gradients are then computed to characterize textural information
around each minutiae location.
2.2 FACE Face recognition for its easy use and non intrusion has made it one of the popular biometric [135]. Basically face
recognition is done by verification and watch list [22]. Face recognition can be made from still Images, video sequences,
stereo, range images; etc Face recognition under well controlled acquisition conditions is more accurate and provides high
recognition rates even when a large number of subjects are in the gallery [23, 24].
2.2.1PRINCIPLE OF OPERATION Some facial recognition software algorithms identify facial features by extracting land marks or features from image of
the subject’s face [26]. For example an algorithm may analyze the relative position, size, and/or shape of eyes, nose,
cheekbones, and jaws [27].These features are then used to search for other image with matching features. A newly emerging
trend, claimed to achieve improved accuracies, by 3D face recognition. This technique uses 3D sensors [29].
2.2.2 AREA OF APPLICATION The image capturing is done by with or without cooperation of the subject. Face recognition for its easy use and non
instruction has made it one of the popular biometric [135]. Properly designed systems installed in airports, multiplexes, and
other public places can identify individuals among the crowd. Facial recognition systems are also beginning to be
incorporated into unlocking mobile devices. The android market is working with facial recognition and integrating it into
their cell phones.
2.2.3 INSTRUMENTATION REQUIRED  CCTV camera
 Any low-cost camera (“webcam”) is usable for 2D face recognition
 Laser camera
2.2.4 ADVANTAGES - Advantage is that it does not require aid (or consent) from the test subject. This makes the system
popular in typical application in security purpose. Properly designed systems installed in airports, multiplexes, and other
public places can identify individuals among the crowd.
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One advantage of 3D facial recognition is that it is not affected by changes in lighting like other techniques. The sensors
work by projecting structured light onto the face which does a better job of capturing 3D face imagery [30].
2.2.5 LIMITATION  Uncontrolled lighting, changes in facial expression, aging, and the recognition rate decreases significantly.
 Another problem is the fact that the face is a changeable social organ displaying a variety of expressions [14].
 The bad quality of the input data used for 3D facial recognition systems [18].
2.2.6 SIGNIFICANT DEVELOPMENT IN THIS AREA [14, 18, 33, 34] During 1964 and 1965, Bledsoe, along with Helen Chan and Charles Bisson, worked on using the computer to
recognize human faces (Bledsoe 1966a, 1966b; Bledsoe and Chan 1965). He was proud of this work, but because the funding
was provided by an unnamed intelligence agency that did not allow much publicity, little of the work was published [30].
Bledsoe (1966a) described the following difficulties - “This recognition problem is made difficult by the great variability in
head rotation and tilt, light intensity and angle, facial expression, aging, etc. Some other attempts at facial recognition by
machine have allowed for little or no variability in these quantities. Yet the method of correlation (or pattern matching) of
unprocessed optical data, which is often used by some researchers, is certain to fail in cases where the variability is great. In
particular, the correlation is very low between two pictures of the same person with two different head rotations.”
Recognition algorithms can be divided into two main approaches, geometric, which look at distinguishing features, or
photometric, which is a statistical approach that distills an image into values and compares the values with templates to
eliminate variances [28]. K. W. Bowyer et al. [147] (2004) in opposition to 2D face recognition using in most cases normal
intensity images, 3D face recognition consists acquired by one or several sensors. The use of additional information, as the
depth and surface curvatures, can clearly increase the performance and the accuracy of such recognition systems. Damien
Dessimoz et al. [18] (2006) focus on face recognition on single scene images defined as matching a scene image or sequence
of scene images (video) with a stored template of the face. Alice et al. [148] (2007) presents paper which uses algorithms
partial least square regression (PLSR). In the first experiment, we applied PLSR to face-pair similarity scores generated by
seven algorithms participating in the Face Recognition Grand Challenge. The PLSR produced an optimal weighting of the
similarity scores, which they tested for generality with a jackknife procedure.
2.3 IRIS Iris is the process of recognizing a person by analyzing the random pattern of the iris [31]. This process of identification is
relatively young. The performance of iris recognition systems is impressive.
2.3.1 PRINCIPAL OF OPERATION [18, 31, 33] Iris recognition uses camera technology with subtle infrared illumination to acquire images of the detail-rich, intricate
structures of the iris without causing harm or discomfort to subject. Digital templates encoded from these patterns by
mathematical and statistical algorithms allow the identification of an individual or someone pretending to be that individual.
Databases of enrolled templates are searched by matcher engines at speeds measured in the millions of templates per second
per (single-core) CPU, and with infinitesimally small false match rates.
2.3.2 AREA OF APPLICATION Many millions of persons in several countries around the world have been enrolled in iris recognition systems, for
convenience purposes such as passport-free automated border-crossings, and some national ID systems based on this
technology are being deployed [33].
2.3.3 INSTRUMENTS REQUIRED  Monochrome CCD camera
 High quality digital camera (use infrared lights)
 2D Gabor wavelet filter
2.3.4 ADVANTAGES Responses of the iris to changes in light can provide an important secondary verification that the iris presented
belongs to a live subject. The iris is stable, as it is an internal organ. This modality does not vary with age starting from the
first year after birth until death. No foreign material usually contaminates the iris
2.3.5 LIMITATION  The accuracy of scanners can be affected by changes in lighting.
 Iris scanners are significantly more expensive than some other forms of biometrics,
 There would be problem for disabled people.
2.3.6 SIGNIFICANT DEVELOPMENT IN THIS AREA Adler in 1965 said that the human iris, which has a very complex layered structure unique to an individual, is an
extremely valuable source of biometric information [32].
Vanaja et al. [149] (2011) focus on an efficient methodology for identification and verification for iris detection,
even when the images have obstructions, visual noise and different levels of illuminations and we use the CASIA iris
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database it work for UBIRIS Iris database which has images captured from distance while moving a person. Ashish et al.
[150] (2012) presented work which involved developing an ‘open-source’ iris recognition system in order to verify both the
uniqueness of the human iris and also its performance as a biometric. Gargi et al. [151] (2012) in this paper localization of
the inner and outer boundaries of the iris is done by finding the maximum blurred partial derivative. Normalization of iris has
been achieved by projecting the original iris in a Cartesian coordinate system into a doubly dimensionless pseudo polar
coordinate system.
2.4 PALMPRINT Palmprint is the region between the wrist and fingers. Palm prints are stable and shows high accuracy in representing
each individual’s identity wrinkles and texture can used for personal verification [136]. Palmprint-based identification is
currently a potential alternative to human identification method of a well known fingerprint-based identification.
2.4.1 PRINCIPAL OF OPERATION Palmprint research employs either high resolution or low resolution images. High resolution images are suitable for
forensic applications such as criminal detection [39]. Low resolution images are more suitable for civil and commercial
applications such as access control.
2.4.2 AREA OF APPLICATION It offers promising future for medium-security access control system. Digital cameras and video cameras can be
used to collect palmprint images without contact [37], an advantage if hygiene is a concern. Palm print based personal
verification has quickly entered the biometric family due to its ease of acquisition, high user acceptance and reliability.
2.4.3 INSTRUMENTS REQUIRED  CCD-based palmprint scanners
 Digital cameras
 Digital scanners and video cameras
 Unsharp masking
2.4.4 ADVANTAGES Collection approaches based on digital scanners, digital cameras and video cameras require less effort for system
design and can be found in office environments. Since palm is larger than a finger, palm print is expected to be even more
reliable than fingerprint. Palm print images can be acquired with low resolution cameras and scanners and still have enough
information to achieve good recognition rates. Permanence it is resistance to aging.
2.4.5 LIMITATION  Digital and video cameras used to collect palm print images and images may be recognition problem as their quality
is low,
 Collect image in an uncontrolled environment with illumination variations and distortions due to hand movement
[41].
2.4.6: SIGNIFICANT DEVELOPMENT IN THIS AREA Zhang et al. and Han [88, 89] (2004) were the first two research teams developing CCD-based palmprint scanners.
CCD-based palmprint scanners capture high quality palmprint images and align palms accurately because the scanners have
pegs for guiding the placement of hands. Nicholas Sia Pik Kong et al. [94] (2010) proposed multiple layers block overlapped
histogram equalization for local content emphasis. This method consists of three stages, which are enhancement stage, noise
reduction stage and merging stage. Hashemi et al. [96] (2012) uses a chromosome representation together with corresponding
operators. This method makes natural looking images especially when the dynamic range of input image is high. S.
Palanikumar et al. [36] (2012) developed EOPE method for image contrast enhancement enhances image quality. The
simulation results show that the method can enhance image contrast effectively by improving the information and preserving
the brightness.
2.5 HAND GEOMETRY Around the paintings of the cave there exist palms used to identify the creator of the painting.
Hand geometry, as the name suggests, refers to the geometric structure of the hand [137]. It refers to the geometric
structure of the hand that is composed of the lengths of fingers, the widths of fingers, and the width of a palm, etc. One of the
physiological characteristics for recognition is hand geometry, which is based on the fact that each human hand is unique
[57].
2.5.1 PRINCIPAL OF OPERATION Hand geometry measurement is non intrusive and the verification involves a simple processing of the resulting features
[42]. One of the cheapest is the hand geometry. Hand geometry readers measure a user's hand along many dimensions and
compare those measurements to measurements stored in a file.
2.5.2 AREA OF APPLICATION - The availability of low cost, high speed processors and solid state electronics made it
possible to produce hand scanners at a cost that made them affordable in the commercial access control market. There are
even verification systems available that are based on measurements of only a few fingers instead of the entire hand.
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2.5.3 INSTRUMENTS REQUIRED  Scanner
 Digital cameras
 Video cameras
2.5.4 ADVANTAGES The advantages of a hand geometry system are that it is a relatively simple method that can use low resolution
images and provides high efficiency with great users ‘acceptance [90, 139]. The main advantage of biometric methods is the
ability to recognize, which is made by means of a physical feature or a unique pattern [140]. With these methods and
individual can hardly be victim of plagiarism.
2.5.5 LIMITATION  Since it is not very distinctive it cannot be used for identification, but rather in a verification mode.
 It may not be invariant during the growth period of children.
 Limitations in dexterity (arthritis) or even jewelry may influence extracting the correct information [14].
2.5.6 SIGNIFICANT DEVELOPMENT IN THIS AREA Ratha et al. in1988 exist evidence to believe that since more than 3200 years ago the geometry of the hand was used
to identify humans. Singh et al. [141] (2009) present an overview of biometric hand geometry recognition. Five different
methods were compared and the authors talks about the advantages and disadvantages of each method. An approach that uses
the color of the skin of the hand as a feature for recognition is recommended. The best classifier proposed was Gaussian
Mixture Models (GMM). Osslan Osiris et al. [42] (2011) Use 31 wavelet features for human hand geometry identification is
presented. Related works about hand geometry identification, presents the tests and results obtained. Conclusions and further
works are presented. Mathivanan et al. [152] (2012) paper focuses on developing an efficient human identification and
verification system using Multi Dimensional hand based biometrics for secured access control. They investigates a new
approach to achieve performance improvement by simultaneously acquiring and combining three-dimensional (3-D) and 2-D
Hand Geometry Features from the human hand.
2.6 ODOR It’s absolutely clear that people with differing immunity genes produce different body odors Electronic/artificial noses:
developed as a system for the automated detection and classification of odors, vapors, gases. Frequently, odor testing is
overlooked as a valuable tool for engineering and operations.
2.6.1 PRINCIPAL OF OPERATION Each object spreads around an odor that is characteristic of its chemical composition and this could be used for
distinguishing various objects. This would be done with an array of chemical sensors, each sensitive to a certain group of
compounds. Analogous to the human nose, the paper explains a method by which an electronic nose can be used for
substance identification. 2.6.2 AREA OF APPLICATION
The use of electronic noses (EN) is a rapidly developing technique used in substance identification. In the food
industry, electronic noses can be used for quality testing [43]. As a safety device, the use of electronic noses is often
employed to ensure a low level of toxicity, and through emerging technologies, electronic noses have found potential in the
medical industries as a diagnostic tool [44]. In addition to its various applications as a stand-alone device, electronic noses
can be combined with other sensor systems, such as electronic tongues [46][45] and mobile robots [44], to diversify its use.
2.6.3 INSTRUMENTS REQUIRED  Conductivity Sensors
 Piezoelectric Sensors
 Metal-oxide-silicon field-effect-transistor (MOSFET)
 Optical Fiber Sensors
2.6.4 ADVANTAGES It was also shown in some cases that it is possible to identify mixtures of odors through the recognition of the
mixture’s components.
2.6.5 LIMITATION  There are no available commercial applications on the market yet.
 Artificial noses are not yet sophisticated enough to do all the job
 Difficult senses to quantify.
 Deodorants and perfumes could lower the distinctiveness.
2.6.6 SIGNIFICANT DEVELOPMENT IN THIS AREA David Tin Win [155] (2005) considers the principles of the e-nose; identifies possible applications; and lists some
commercial instruments.
Sichu Li et al. [157] (2009) purpose are to review sensor systems and other field deployable detection systems with
respect to their potential application for human odor detection and identification.
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Jacek Gębicki et al. [62] (2014) presents potentialities of the electronic nose as a tool for identification of particular
organic aroma compounds and their mixtures differing in functional group and compares this approach with the classical
sensory analysis. A prototype of electronic nose designed by the authors was able to identify and differentiate solutions of
aroma compounds in a specific proportion.
2.7. DNA DNA is unique to an individual and remains constant through life; it follows the laws of Mendelian inheritance, with
a child’s DNA composed of equal parts of its parents’ DNA [47]. Among the various possible types of biometric personal
identification system, deoxyribonucleic acid (DNA) provides the most reliable personal identification. It is intrinsically
digital, and does not change during a person’s life or after his/her death [49].
2.7.1 PRINCIPAL OF OPERATION A human body is composed of approximately of 60 trillion cells. DNA, which can be thought of as the blueprint for
the design of the human body, is folded inside the nucleus of each cell. DNA is a polymer, and is composed of nucleotide
units that each has three parts: a base, a sugar, and a phosphate [49].
2.7.2 AREA OF APPLICATION When identifications are difficult to obtain, particularly in the aftermath of armed conflict, it may be technically
feasible to initiate a DNA-led identification.
2.7.4 ADVANTAGES DNA can be analyzed to produce a profile that can be reliably compared with other profiles. DNA is intrinsically
digital and unchangeable during a human’s life and even after death. DNA is the structure that defines who we are physically
and intellectually, unless an individual is an identical twin, it is not likely that any other person will have the same exact set
of genes.
2.7.5 LIMITATION  The most serious flaw is that DNA analysis is time-consuming
 No real-time application is possible because DNA matching requires complex chemical methods involving expert's
skills.
 All this limits the use of DNA matching to forensic applications [14].
2.7.6 SIGNIFICANT DEVELOPMENT IN THIS AREA Ranbir Soram et al. [158] (2010) propose a method to utilize biometric DNA information and the intractability of
Elliptic Curve Discrete Logarithm Problem (ECDLP) for personal authentication in information security systems. Also
present background information on DNA and the elliptic curve discrete logarithm problem, as well as the commonly applied
respective mathematics.
Sandra Maestre et al. [159] discuss the advantages and disadvantages of using DNA biometrics as compared to other
authentication methods as well as other biometrics. Further go into depth in comparing the biometrics of DNA alongside
other biometrics using human characteristics in six distinctive parameters.
Masaki Hashiyada et al.[49] (2011) personally identifying information be obtained from DNA sequences in the
human genome personal ID be generated from DNA-based information the advantages, deficiencies, and future potential for
personal IDs generated from DNA data (DNA-ID).
2.8 SIGNATURE Handwritten signatures are considered as the most natural method of authenticating a person’s identity. A signature
by an authorized person is considered to be the “seal of approval” and remains the most preferred means of authentication.
However human signatures can be handled as an image and recognized using computer vision and neural network techniques
[67].
2.8.1 PRINCIPAL OF OPERATION With modern computers, there is need to develop fast algorithms for signature recognition [66].
The goal of signature verification is examination of an input signature to determine whether it is genuine or forgery
[68].On-line or Dynamic Signature Verification Technique is based on dynamic characteristics of the process of signing.
2.8.2 AREA OF APPLICATION The method of signature verification reviewed in this paper benefits the advantage of being highly accepted by
potential customers [66]. The use of the signature has a long history which goes back to the appearance of writing itself
[68].widely accepted by people as it is oldest means of verification.
2.8.3 INSTRUMENTS REQUIRED  scanner
 camera
 PDA
 Laptop
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2.8.4 ADVANTAGES The hand written signature is regarded as the primary means of identifying the signer of a written document. It is
easier for people to migrate from using the popular pen-and-paper signature to one where the handwritten signature is
captured and verified electronically.
2.8.5 LIMITATION  Non-linear changes with size changing and dependency to time and emotion.
 Limitation of signature verification is examination of an input signature to determine whether it is genuine or
forgery.
 Signature gradually changes over time.
 Sometimes same person has variations in sign.
2.8.6 SIGNIFICANT DEVELOPMENT IN THIS AREA Diana Kalenova et al. [68] (2005) developed methods of verification include both online (and dynamic) and off-line
(static) signature verification algorithms. The dynamic methods covered, are based on the analysis of the shape, speed, stroke,
pen pressure and timing information. While static method involves general shape recognition technique. Kiani et al. [78]
(2009) extracted appropriate features by using Local Radon Transform applied to signature curvature and then classified
them using SVM classifier. Their proposed method is robust with respect to noise, translation and scaling. Experimental
results were implemented on two signature databases: Persian (Iranian) and English (South African). O.C Abikoye et al. [66]
(2011) created a system with the ability to recognize hand written signature and verify its authenticity and get the computer to
solve a problem with a method of solution that goes outside the convention of writing an algorithmic process. Pradeep Kumar
et al. [67] (2013) presented method of image prepossessing, geometric feature extraction, neural network training with
extracted features and verification. A verification stage includes applying the extracted features of test signature to a trained
neural network which will classify it as a genuine or forged. The Off-line Signature Recognition and Verification is
implemented using MATLAB.
2.9. VOICE The underlying premise for voice authentication is that each person’s voice differs in pitch, tone, and volume
enough to make it uniquely distinguishable [59]. A convenient and user-friendly interface for Human Computer Interaction is
an important technology issue. Spoken languages dominate communication among human being and hence people expect
speech interface with computers [72].
2.9.1 PRINCIPAL OF OPERATION The pattern matching algorithms used in voice recognition are similar to those used in face recognition [14]. Today,
speaker recognition systems and algorithms can be subdivided into two broad classes: Text-dependent systems rely on the
user pronouncing certain fixed utterances, which can be a combination of digits, a password, or any other phrase.Thus; the
user will prove her knowledge of the passphrase in addition to providing her biometrics [18].
2.9.2 AREA OF APPLICATION Speaker recognition is highly suitable for applications like tele-banking. Voice biometric is primarily used in
verification mode.
2.9.3 INSTRUMENTS REQUIRED  A simple telephone
 microphone
2.9.4 ADVANTAGES A simple telephone or microphone is all that a user needs to authenticate using her voice [59] so the cost is low.
Voice authentication is easy to use and easily accepted by users. Perhaps most important to the future of voice biometrics is
that it is the only biometric that allows users to authenticate remotely. It is quick to enroll in a voice authentication system.
Authentication is very fast. Microphone is all that a user needs to authenticate using her voice [59].
2.9.5 LIMITATION  Changes over time due to age, medical conditions and emotional state.

This means that voice identification is not stable.

It is quite sensitive to background noise and Playback spoofing.
2.9.6 SIGNIFICANT DEVELOPMENT IN THIS AREA Doddington [65] (1970) automatic speaker recognition was pioneered, and subsequently became a very active
research area.Lisa Myers et al. [59] (2004) examine in more depth voice biometrics, voice biometrics comparison with other
biometric technologies, its accuracy, and its uses to accomplish identity authentication. Privacy issues with the technology.
Finally, explore how the technology has evolved, and some current and future applications of voice biometrics in our daily
lives, illustrating voice biometrics have significant future potential. Neema Mishra et al. [64] paper Feature extraction is
implemented using well-known Mel-Frequency Cepstral Coefficients (MFCC).Pattern matching is done using Dynamic time
warping (DTW) algorithm. H´ebert et al. [162] (2008) the text-dependent systems, however, require a user to repronounce
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some specified utterances, usually containing the same text as the training data. A survey of text-dependent verification
techniques is given.
2.10. EAR It has been suggested that the shape of the ear and the structure of the cartilaginous tissue of the pinna are
distinctive. Matching the distance of salient points on the pinna from a landmark location of the ear is the suggested method
of recognition in this case.
2.10.1 PRINCIPAL OF OPERATION Human ear recognition system is a new technology in this field [103]. The change of appearance with the expression
was a major problem in face biometrics but in case of ear biometrics the shape and appearance is fixed. There are at least
three methods for ear identification: (i) taking a photo of an ear, (ii) taking “earmarks” by pushing ear against a flat glass and
(iii) taking thermogram pictures of the ear. The most interesting parts of the ear are the outer ear and ear lope, but the whole
ear structure and shape is used [109].
2.10.2 AREA OF APPLICATION The major application of this technology is crime investigation. Ear features have been used for many years in the
forensic sciences for recognition. It appears that ear biometrics is a good solution for computerized human identification and
verification systems [103].
2.10.3 INSTRUMENTS REQUIRED  CCTV camera
 1D log-Gabor and 2D Gabor filters
2.10.4 ADVANTAGES In case of ear biometrics the shape and appearance is fixed [103]. It is most stable biometric system. Ear is large as
compared to iris [104] and fingerprint. It has been found that no two ears are exactly the same even that of identical twins
[106], [107]. Comparatively Computational complexity is very less. Time for processing is reduced as only one contour is
used making identification faster. An infrared image can be used to eliminate hair.
2.10.5 LIMITATION  As the images are not ideal an error in the outer shape of the ear can occur, which result in the failure of approach.
 The effect of such as hair, hats, and earrings on the performance of ear recognition algorithms is unclear.
 This method is not believed to be very distinctive.
2.10.6 SIGNIFICANT DEVELOPMENT IN THIS AREA A. Bertillon et al. [161] in as early as 1890 the potential for using the ear’s appearance as a means of personal
identification was recognized and advocated by the French criminologist. Moreno et al., 1999 Ears have several advantages
over complete faces: reduced spatial resolution, a more uniform distribution of color, and less variability with expressions
and orientation of the face. In face recognition there can be problems with e.g. changing lightning, and different head
positions of the person. Mohamed Ibrahim et al. [108] (2007) presents a novel approach to recognize individuals based on
their outer ear images through spatial segmentation. This approach to recognizing is also good for dealing with occlusions.
The study present several feature extraction techniques based on spatial segmentation of the ear image. Anam Tariq et al.
[103] (2012) proposed a new approach for an automated system for human ear identification. Author suggest first Stage,
preprocessing of ear image is done for its contrast enhancement and size normalization. In the second stage, features are
extracted through haar wavelets followed by ear identification using fast normalized cross correlation in the third stage. Singh
Amarendra et al. [112] (2012) investigate a new approach for the automated human identification using ear imaging. It
completely automated approach for the robust. Segmentation of curved region of interest using morphological operator sand
Fourier descriptors.
2.11 HEART SOUND The heart sound can be used as a potential new biometrics since it is generally acceptable, and is sufficiently robust to
various fraudulent methods and attacks to the system [8]. Human heart sounds are very natural signals, which have been
applied in the doctor’s auscultation for health monitoring and diagnosis for thousands of years [123].
2.11.1 PRINCIPAL OF OPERATION The human heart has four chambers, two upper chambers called the atria and two lower chambers called ventricles. There
are valves located between the atria and ventricles, and between the ventricles and the major arteries from the heart [124].
These valves close and open periodically to permit blood flow in only one direction. Two sounds are normally produced as
blood flows through the heart valves during each cardiac cycle. The first heart sound S1 is a low, slightly prolonged “lub”,
The second sound S2 is a shorter, high-pitched “dup”[123].
2.11.2 AREA OF APPLICATION The method enables near-real time application using Low power embedded systems, such as those require to implement
in health solutions [127].
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2.11.3 INSTRUMENTS REQUIRED  Electronic stethoscope
 Microphone
2.11.4 ADVANTAGES Universal as every living human being has a pumping heart Easy to measure heart sound signals it is recorded using an
electronic stethoscope. Vulnerability it cannot be copied or reproduced easily.
2.11.5 LIMITATION • Medium Distinctiveness
• Low Permanence
• Low Collectability
2.11.6 SIGNIFICANT DEVELOPMENT IN THIS AREA Koksoon Phua et al. [121] (2007) propose a novel biometric method based on heart sound signals. The biometric
system comprises an electronic stethoscope, a computer equipped with a sound card and the software application. The
approach consists of a robust feature extraction scheme which is based on cepstral analysis with a specified configuration,
combined with Gaussian mixture modeling.
T. Chen et al. [129] (2009) present an article preliminary work performed on a gold standard database and a
cellphone platform. Results indicate that HR and HRV can be accurately assessed from acoustic recordings of heart sounds
using only a cellphone and hands-free kit. Fatemian et al. [11] (2010) studied for the fusion of ECG and PCG signals into a
multi-modal biometric framework. It is expected for a security system to boost its accuracy when relying on more than one
biometric trait for recognition decisions. Based on this fact, this work advocates that fusion of the two cardiac signals has not
only standard biometric performance benefits, but can also provide a higher level view of the cardiac function with the
emphasis placed on the particular characteristics of every individual.
2.12. MULTIMODAL BIOMETRIC SYSTEM Limitations of the unimodal biometric systems can be alleviated by using multimodal biometric systems. It uses
multiple sensors or biometrics to overcome the limitations of unimodal biometric systems.
The goal of multi-biometrics is to reduce one or more of the following[101]:
• False accept rate (FAR)
• False reject rate (FRR)
• Failure to enroll rate (FTE) • Susceptibility to artifacts or mimics
This century information technology, network technology fundamentally changes our traditional way of
life. The biometric authentication technology began to flourish in high-tech, will occupy in social life more and more
important position [14].
Multimodal biometric systems use multiple sensors or biometrics to overcome the limitations of unimodal
biometric systems. While unimodal biometric systems are limited by the integrity of their identifier, it is unlikely that several
unimodal systems will suffer from identical limitations [133].
1)
Multiple sensors: the information obtained from different sensors for the same biometric are combined. For example,
optical, solid-state, and ultrasound based sensors are available to capture fingerprints.
2)
Multiple biometrics: multiple biometric characteristics such as fingerprint and face are combined. These systems will
necessarily contain more than one sensor with each sensor sensing a different biometric characteristic.
3)
Multiple units of the same biometric: fingerprints from two or more fingers of a person may be combined, or one
image each of the two irises of a person may be combined.
4)
Multiple snapshots of the same biometric: more than one instance of the same biometric is used for the enrollment
and/or recognition.
5)
Multiple representations and matching algorithms for the same biometric: this involves combining different
approaches to feature extraction and matching of the biometric characteristic.
SIGNIFICANT DEVELOPMENT IN THIS AREA A Biometric Identification System Based on Eigen palm and Eigen finger Features Slobodan Ribaric et al. [99] in2005 proposed multimodal biometric identification system l. Features extracted by
projecting palm images into the subspace obtained by the K-L transform are called eigenpalm features, whereas those
extracted by projecting strip-like images of fingers are called eigenfinger features. Fusion at the matching-score level is used.
Human Identification from Body Shape
Afzal Godilb et al. [100] investigate the utility of static anthropometric distances as a biometric for human
identification. The 3D landmark data from the CAESAR (Civilian American and European Surface Anthropometry
Resource) database is used to form a simple biometric consisting of distances between fixed rigidly connected body
locations. Distance between fixed rigidly connected body locations is fixed. This biometric is over, and invariant to view and
body posture. We use this to quantify the asymmetry of human bodies, and to characterize the interpersonal and intrapersonal
distance distributions.
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Face and Ear Mohamed Ibrahim Saleh [108] in 2007 A multimodal approach is also investigated where face and ear images are
combined to enhance the identification process of the individuals. Another approach is also presented by combining two
segmentation methods together, and also combining face images with ear segments.
Hossain et al. [119] in 2011survey several important researches works published in this area and we found our new
technology to identify a person using multimodal physiological and behavioral biometrics.
Visible - and thermal-spectrum face Arandjelović, Hammoud, and Cipolla 2006 achieved a 97% recognition rate using a combination of visible- and
thermal-spectrum face images on a dataset whereas their visible-spectrum face recognition algorithm achieved by itself, and
their thermal-spectrum algorithms achieved.
Face and gait feature fusion model Hossain et al. [119] in 2011 Introduces new fusion approach will allow recognition of non-cooperating individuals at
a distance in video, who expose side views to the camera. Information from two biometric sources, side face and gait, will be
utilized and fused at feature level. For face, a high- resolution side face image will be constructed from multiple video
frames.
Fusion of face and speech Ishwar S. Jadhav et al. [63] in 2011 proposes new technique for human identification using fusion of both face and
speech which can substantially improve the rate of recognition as compared to the single biometric identification for security
system development.
Fingerprints, Iris and DNA Features based Multimodal Systems Prakash Chandra Srivastava et al. [160] in 2013 research paper discussed the analysis and shortcomings of
fingerprints, iris image and DNA sequence based multimodal systems. Biometric systems based on thumbprint, iris image,
finger veins, palates, DNA sequence, voice, and gait signature can identify a person but multiple features based biometric
systems give better matching scores in comparison to single feature based biometric systems.
3. Comparison to other biometric traits The acceptance of a Biometric system depends on one hand on its operational, technical, and manufacturing
characteristics and, on the other, on the final application and its financial possibilities[122]. It is also related to many other
parameters which we are going to discusses.
Jain et al. (2004) and Luis-Garsia et al. (2003) present a classification of available biometric traits with respect to
various qualities that, according to the authors, a trait should possess [121, 122, and 133]:
•
Universality: each person should possess it;
•
Accuracy: results should be accurately measured;
•
Distinctiveness: it should be helpful in the distinction between any two people;
•
Permanence: it should not change over time;
•
Acceptability: the users of the biometric system should see the usage of the trait as a natural and trustable thing to do in
order to authenticate;
•
Easy to use: There is a practical trade of between the complexity of use and the security level to be assured;
•
Real time access: verification should on the basis of real time;
•
User Friendly: usually users will not accept cumbersome systems, and they will consider as such any one that is
difficult to be used;
•
Cost Effective: BISs have developed into very cost e8ective business solutions, there are a number of issues to
consider when estimating the total cost to deploy such a system.
Comparison of various existing Biometric Technology on the basis of various parameters
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The advantage that Biometrics presents is that the information is unique for each individual and that it can identify
the individual in spite of variations in the time. The pillars security is: authentication, privacy authorization, data integrity and
non-repudiation. Biometrics can provide all this requirements with quite lot reliability. Although biometrics is considered the
most effective and safe method, we have to bear in mind its disadvantages, for example, that since it is a relative new
technology, it is not still integrated in personal computers. Medical problems, aging, cost as well as social acceptability are
few serious drawbacks which should be taken into account. Finger, Iris is some so far established systems.
4. CONCLUSIONS The aim of this paper is to review the usefulness of biometric identification systems, their types, principle of
operation, application area, instruments required, advantages, disadvantages and significant development in recent years. The
biometrics systems are effective for human identification and authentication over various levels of implementation, such
systems are difficult to forge and can be made secure by combining more than one biometric traits, that is multimodal
biometric systems. The latest research indicates avenues for human identification is more effective, and far more challenging.
We studied various research papers, journals, international conferences summarizing we can say that development in
direction of an innovative and cost-effective module has to be done.
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