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Abstract— Bilateral teleportation System is combination of both robot technologies and the sensor network this is widely
used in to perform the operation remotely. The bilateral control system to perform the surgeries in remote location
without visiting the actual place. The application using bilateral can be found in the area of outer space exploration, toxic
material and minimum cost surgery because of existence of time varying delay in the communication, due to long
distances and unexpected disturbance causes some problem. The existence communication time delay may destabilize the
master- slave teleoperation system. In our propose system the control a specific surgery robot the robot will send the data
remotely and communicate sending control data through the network. The system will do surgery like same location
where surgeon is performing the operation. A hop-by-hop routing protocol is implemented and data is encrypted to
provide data security and integrity in the public networks using SoR. The processing delay is reduced by 46.32 µs per
packet with the help of protocol for encryption and decryption of the packet.
Keywords- Service Oriented Router, Hop-by-Hop Routing, Motion Control Over Networks, Bilateral Controllers,
Processing Delay
I. INTRODUCTION
In computer networking, a hop is one portion of the path between source and destination. Data packets pass through
bridges, routers and gateways on the way. Each time packets are passed to the next device, a hop occurs. Complexity of the
communication of the network, the delay of the data packets not only the time varying but also it is very important to
investigate the asymmetry. The hop count refers to the number of intermediate devices through which data must pass
between source and destination, rather than flowing directly over a single wire. Each router along the data path constitutes a
hop, as the data is moved from one Layer 3 network to another. Hop count is therefore a basic measurement of distance in a
network.. The transfer of data among teleoperation system is highly sensitive and critical so the delays in transfer of packets
have to be reduced and be accurate in the transfer of data.
Critical and Sensitive data is transferred in teleportation systems. A minor modification to the data can end up in
the failure in the operation this may lead to the end of the life of a human being. Ensuring the secure data delivery plays a
very vital role in these types of applications. The overall delay has to be minimized in the bilateral transmission of control
data over the network. The integrity of data is important in these types of applications. Bilateral control systems enable the
surgeons to perform the surgeries in a remote location without visiting the actual place where the surgery has to be
performed.
The major drawbacks [1] in the existing approach:
1.
2.
3.
4.
5.
6.

The packet loss is very high in the network.
The variable delay in the transfer of data packet in the bilateral communication(High jitter)
Transmission delay in the transfer of packets from source to destination
High transmission bit error
Network reliability is not maintained in the existing system.
Data Security, Integrity and Privacy are less in the existing system.

The advantages of using proposed system is:
1.
2.
3.
4.
5.

Processing delay is less than 45.32 µs .
The data encryption provides data security from attackers
Network Reliability is achieved if there is a failure in the node it takes alternate path to reach the destination
Low packet loss, low jitter, low total delay and low bit error
Service Oriented Router is a new generation backbone router which can inspect the data contents in a packet up to
OSI layer.
II. RELATED WORKS

Next generation surgical robots under development at the University of Washington [2] BioRobotics Laboratory and at SRI
International will allow surgeons to perform robotic based Minimally Invasive Surgery remotely. Teleoperated surgical
robots, or telesurgical robots, will allow highly trained medical personnel to provide skilled care from distant locations.
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This capability may be used in civilian settings to allow surgeons to care for patients in underserved remote locations or in
disaster areas. Ultimately, telesurgical robots will be deployed into the battlefield to provide nearly immediate medical
assistance to wounded soldiers. The Secure ITP addresses security issues for ITP based telesurgical robots allowing security
to be deeply implemented in these complex cyberphysical systems. It addresses four security elements: communication,
authentication, authorization, and security policy development and enforcement.
Shares the symmetric key with others any one can retrieve the data.
Service-oriented router [3] is new router architecture for providing rich services to Internet users by utilizing useful
information extracted from network traffic. In SoR, stream reconstruction and selection is a fundamental process for
providing the services in the application layer. After real-time reconstruction of stream data, SoR used a software character
string analyzer to extract important required information. One of the promised services is a router-level network intrusion
detection system. Because a network consists of hundreds of thousands of data streams, achieving an intended throughput
while analyzing these stream data is a critical problem. We propose an acceleration method of string matching based on a
heterogeneous system consisting of a CPU and a graphics processing unit. In addition, we designed and implemented a task
controller that improves the distribution of POSIX-thread-based processes so that string matching can be performed
concurrently depending on the status of the string matching system.
TCP is a [5] reliable transport protocol that has been tuned to perform well in networks where packet losses occur mostly
because of congestion. However, wireless networks are different: TCP responds both to congestion-based and errorbased
losses by invoking congestion control algorithm and reducing the sending rate, resulting in degraded end-to-end performance
for wireless systems. We investigate a new end-toend approach for improving TCP performance over lossy links by using
adaptive, end-to-end forward error correction for recovering losses and consequently avoiding the TCP back-off behaviour.
Of course there is a clear trade-off between the capacity consumed by FEC and the gain achieved in the overall throughput.
An adaptive algorithm is needed to calculate the optimum ratio of redundancy given the state of the connection. The sender
uses feedback information from the receiver to dynamically tune the FEC parameters. Through simulations we evaluate the
performance of TCP with end-to-end FEC in mixed wired and wireless networks. The simulation results show in different
scenarios that the throughput can be significantly improved by adding end-to-end FEC to TCP. However, compared to other
improved TCP variants such as Westwood the performance is not improved, hence a direct modification of TCP congestion
control appears to be more efficient than adding end-to-end FEC.
Linux has been effectively used as a reliable operating [4] system in workstations and servers. However, the interest for using
it in embedded systems has grown recently, due to the easiness for customizing it and the availability of the source code. This
paper describes the experience of customizing RT-Linux for its use in an embedded real-time control. The main issues
involved in this task are outlined and the adopted solution is described. These issues include the system configuration, the
minimization effort and how to achieve real-time features through the use of RT-Linux. An application for obtaining task
executions chronograms is presented as an example of application design under RT-Linux. Finally some measurements about
context switching times are presented.
III. HOP-BY-HOP ENCRYPTION AND ITS INFLUENCE TO THE SOR
The standard Diffie-Hellman key exchange algorithm in order to securely create and distribute the shared keys among the
neighbours using the created neighbour table .We need to select the best route depending on the real-time link conditions
together in the least cost path.The protocol should use its own header structure and will copy the original sender and the
receiver details in to the ability to route the packet to the optimum path also through the existing intermediate network
devices such as normal routers and layer 3 switches as the packet contains an IP header. Encrypt the packet data and send it
to the next hop SoR together with the original IP header and together with other SoR header information in order to identify
the packet via the next hop SoR.
IV. ARCHITECTURE
The architecture of the proposed work consists of hop by hop tunnel in SoR based network:
A. End-to-end communication
In the end-to-end communication the connection between two parties will be established. In the second step the two
parties will share the pairs of keys using public key architecture. After encryption the data can be sent through the selected
network.The communication will be secured among the communication parties as the decrypting keys will to be known only
by the communication parties. End-to-Encryption, in the proposed hop-by-hop encryption, the proposed protocol will
encrypt the data while transmitting through the network. The encrypted tunnels will be created dynamically among the SoRs
as the packets transmit through the network. When a packet is sending from client#1 to client#2, the packet will be sent in an
encrypted tunnel in-between SoRs. Once SoR#1 receives the packet it will send the packet to SoR#2 through an encrypted
tunnel in-between them.
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After receiving the packet, SoR#2 will determine the most suitable path to forward the packet by analyzing its routing table.
Then it will create a tunnel with SoR#3 or SoR#4 accordingly and forwards the packet.

Fig 1. Hop –by – hop tunnel in SoR based network
In end-to-end encryption, first the end-to-end connection between the two communication parties will be established. Next,
the two parties will securely share a key pair among each other using a public key architecture or any relevant method. Then
the data will be sent through the selected path after encrypting using the shared keys. The communication will be secured
among the communication parties as the decrypting keys will to be known only by the communication parties.

Fig 2 Packet Header structures used in the protocol
Basic protocol header structure used in the communications includes the control packets of the protocol.The header
strucuture explain the Diffie-Hellman key exchange which will be stacked with the basic header when sending the key
values.
V. PROPOSED WORK
In the proposed work the SoRs interfaces are up and the service oriented protocols will exchange the messages between the
neighbouring nodes.If there is a failure in the neighbouring node it takes alternative path to transfer the data in the network.
The exchange of keys between the nodes takes place and the SoRs will add and manage the generated key information in
their own key table. The data packet encryption and decryption delay is reduced and is less than a 46.32 µs. The sensitive
and confidential data will be protected by encrypting the data. The implemented secure data transmission protocol consisted
of the following: It identifies the neighbours, per hop key exchange, maintain a distributed key table in every SoR. The
proposed system encrypts and decrypts packets on arrival and departure to/from SoR.

Fig3. Average Processing time of packets
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Fig 4. Flow chart for packet encryption process
VI. CONCLUSIONS
In this paper, a hop-by-hop protocol has been introduced and the data packets are transferred through the network. Since
the data is encrypted the data is highly secure, data integrity is achieved. The issues and flaws of the existing system have
been identified with the help of test results. Delay in the transfer of data packets is reduced and this is achieved with the help
of test results. A processing delay of 50.32 µs is negligible and further can be reduced by high-end processing power and
using advanced hardware architectures. The data encryption and decryption take less than a 46.32 µs. Enhanced features of
Service Oriented Protocols can act fast enough by providing almost negligible processing delays for the haptic data packets.
In the future the alternative way of reducing the delay in the transfer of packets and the security in the public networks can be
achieved by using the most advanced hardware architectures. The new protocols will be implemented so that the data transfer
is faster through the networks.
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