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Abstract: This journal presents an overview of the Distributed Control System (DCS) virtualization within oil and gas 
facilities. The architecture supports system consolidation, improved reliability, and lifecycle optimization through 
virtualized infrastructure in compliance with IEC 62443 and industry best practices. 
Keywords: Virtualization, DCS, Industrial Automation, IEC 62443, Hypervisor, Virtual Controller 
 

1. INTRODUCTION 
The Convergence of Operation Technology (OT) and Information Technology (IT) 
The modern oil and gas industry faces unprecedented pressure to maximize production efficiency, enhance safety, and 
minimize operational costs. This necessity has driven a fundamental shift in how industrial control is managed, leading to 
the convergence of Operations Technology (OT) and Information Technology (IT). Distributed Control Systems (DCS) 
form the core of the OT environment, acting as the central brain for continuous and complex processes like refining, 
pipeline management, and wellhead control. Traditionally, DCS operated in isolation, prioritizing availability and safety 
above all else, often running on dedicated, proprietary hardware. Virtualization technology is the primary enabler of this 
convergence. By abstracting the software layers (Operator Stations, Historians, and Engineering Workstations) from the 
physical hardware, virtualization acts as a bridge between the rigid, mission-critical world of OT and the flexible, scalable 
world of IT. This allows plants to leverage modern, high-density, commercial off-the-shelf (COTS) servers, which are the 
backbone of modern IT infrastructure. The objective of this journal section is to set the stage by defining the critical 
nature of the DCS environment and highlighting how virtualization addresses its major pain points specifically hardware 
obsolescence and high maintenance costs by decoupling the validated control software from its physical platform. This 
shift is not just about saving money; it is a strategic imperative for future-proofing operational longevity and enabling 
advanced data analytics that rely on integrating process data with enterprise IT systems. 
 

2. TRADITIONAL DCS ARCHITECTURE VS. VIRTUALIZED ARCHITECTURE 
The architectural contrast clearly illustrates the value proposition of virtualization in the supervisory and data layers of an 
Oil & Gas DCS. 
2.1. Traditional (Physical) DCS Architecture 
The traditional setup is a 1:1 physical mapping where every server function requires its own dedicated hardware, often 
with its own redundant partner for failover. This creates a deep, rigid stack across the control hierarchy (Levels 0 
through 3). 
 Components: Dedicated physical servers for Operator Stations (HMI), Engineering Workstations (EWS), Alarm 

Servers, and Historian Servers. 
 Key Drawback: Significant physical hardware sprawl and high maintenance overhead associated with managing 

disparate, vendor-specific boxes nearing end-of-life. 
2.2. Virtualized DCS Architecture 
Virtualization introduces an abstraction layer between the software applications and the underlying physical hardware, 
primarily at the Operation Level (Level 2/3). 
2.2.1. Core Components: 
 Physical Hosts: A small number of robust, multi-core servers. 
 Hypervisor (Type 1) : The virtualization engine (e.g., VMware ESXi) installed directly on the hardware to manage 

resources. 
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 Virtual Machines (VMs): The DCS server applications (HMI, Historian, EWS) now run as isolated VMs on these hosts. 
 Shared Storage: A network-attached storage solution (SAN/vSAN) that holds the VM images, enabling rapid failover. 

 
Fig-1 Typical architecture of Distributed Control system 

2.2.2. Control Layer 
The Control Layer Remains Physical: It's important to note that the Field Controllers and I/O Modules (Levels 0 and 1), 
Field Terminal Assembly (FTA) which require hard real-time deterministic performance, remain on dedicated physical 
hardware to guarantee process safety and stability. This architectural shift allows for server consolidation, effectively 
turning several pieces of underutilized hardware into a few high-utilization assets managed by IT principles, while 
preserving the time-tested integrity of the lowest-level control hardware. 

 
Fig-2 – Network Level of Distributed Control System 

 
3. ARCHITECTURAL ENABLERS: HIGH AVAILABILITY AND ISOLATION 

The move to a virtualized DCS layer is only viable in critical industrial settings like Oil & Gas because virtualization 
platforms provide robust mechanisms for High Availability (HA) and strong Isolation, which are essential for operational 
continuity and security. 
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3.1. High Availability (HA) in Virtualized DCS 
In the traditional architecture, HA was achieved by purchasing duplicate physical hardware (e.g., two identical historian 
servers) and setting up complex cluster software (like Windows Server Failover Clustering) to manage the failover 
between them. In a virtualized environment, HA is managed more efficiently by the Hypervisor itself: 
 Redundancy through Host Clustering: Multiple physical host servers are grouped into a cluster. If one physical host 

server fails, the Hypervisor's HA feature automatically detects the failure. 
 Automated Failover: Critical DCS application VMs (like the HMI or Historian) that were running on the failed host are 

automatically restarted on one of the remaining healthy hosts in the cluster. 
 Recovery Time Objective (RTO): This process typically results in a downtime of a few seconds to a few minutes, 

which is the RTO. While not zero-downtime, this restart time is significantly faster and easier to manage than 
manually replacing physical hardware. 

 Fault Tolerance (FT) Consideration: For extremely critical software VMs (though less common for standard DCS 
HMI/Historian servers), Fault Tolerance (FT) can be used, which creates a live shadow VM that mirrors the primary 
VM in real-time for virtually zero RTO, but this comes with higher resource overhead. 

 

3.2. Isolation Provided by the Hypervisor 
Isolation is critical to prevent a failure or security breach in one virtual application from affecting another, which is a 
major risk in traditional systems where applications share the same physical server OS (or in a virtual environment, share 
the same hypervisor resources). The Hypervisor acts as a powerful traffic cop, enforcing strict boundaries/ rules: 
 Resource Partitioning: The hypervisor allocates dedicated, guaranteed slices of CPU time, memory space and I/O 

access to each VM using hardware virtualization features (like the MMU for memory). This prevents one rogue 
application (e.g. an over-consuming test VM) from starving a critical application (e.g. the primary HMI) 

 Memory Isolation: Each VM operates in its own virtual memory space. If one VM crashes or is attacked, the 
hypervisor prevents it from reading or writing to the physical memory allocated to other VMs, effectively containing 
the failure. 

 Network Segmentation: Virtual switches allow administrators to create logical network segments between VMs. For 
example, the Engineering Workstation VM can be logically isolated from the production HMI VMs, even if they reside 
on the same physical server, providing better security segmentation than if they were all sharing a single OS. By 
leveraging these two architectural enablers automated failover (HA) and hardened boundaries (Isolation) the 
virtualized upper layer gains agility and recoverability while maintaining the necessary security and stability expected in 
process control environments 

4. OPERATIONAL BENEFITS OF VIRTUALIZATION 
The adoption of a virtualized supervisory and data layer (Level 2/3) in a DCS yields significant operational, financial, and 
lifecycle advantages for Oil & Gas facilities. 
4.1. Cost and Resource Efficiency 
 Server Consolidation & Reduced Hardware Spread-out: Instead of a dedicated physical server for every function (HMI, 

Historian, EWS, etc.), these are consolidated into Virtual Machines (VMs) running on a small number of high-capacity 
physical hosts. This dramatically reduces the hardware footprint (fewer rack units), Building space, construction cost 
and associated costs. 

 Lower Power and Cooling Costs: Fewer physical servers directly translate to reduced electricity consumption and a 
lower thermal load on the control room environment. HVAC cost and power cost.  

 Simplified Hardware Standard: The reliance on vendor-specific, expensive and specialized DCS hardware is reduced. 
The physical hosts can be standardized, commercial off-the-shelf (COTS) server hardware making procurement and 
replacement easier. 

4.2. Enhanced System Maintenance and Lifecycle Management 
Simplified Patching and Upgrades: Software patching (OS and application) and major version upgrades are made safer and 
faster. Administrators can "snapshot" a VM before applying a patch; if the patch causes an issue, the system can be 
instantaneously rolled back to the pre-patch state. Decoupling of Hardware and Software: The hardware lifecycle 
(typically 5-7 years) is decoupled from the DCS software lifecycle (often 10-15 years or more). When the physical server 
hardware reaches end-of-life, the VMs can be "lifted and shifted" onto new physical hosts without reinstalling or 
reconfiguring the DCS application software or operating system. 
Faster Disaster Recovery and Provisioning: 
 New Operator Stations or Engineering Workstations can be provisioned in minutes by simply cloning an existing VM 

template. 
 Disaster Recovery (DR) is simplified, allowing for the quick replication and restart of critical VMs at an off-site 

location. 
4.3. Improved Security and System Hardening 
Security Isolation and Sandboxing: As discussed in Section 3.0, the hypervisor provides hard isolation. This allows non 
critical or potentially vulnerable applications (like engineering tools or administrative servers) to be segregated from 
critical HMI and Historian VMs, limiting the lateral spread of malware or security threats. Standardized Security Posture: 
VM templates can be pre-hardened and centrally managed. 
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This ensures every newly deployed system begins with the same approved security configuration (e.g. firewall rules, 
restricted user access), reducing configuration drift. Test and Development Environments: Virtualization makes it easy and 
inexpensive to create a duplicate, isolated test environment (a sandbox) for validating patches, new configurations, or 
security updates before deployment to the live production system. The net effect is an operation that is more flexible, 
cheaper to maintain, and significantly faster to recover from both component failures and major disasters. 

5. KEY CHALLENGES AND MITIGATIONS IN IMPLEMENTATION 
While the benefits of virtualization in the DCS/SCADA supervisory layer (Level 2/3) are substantial, its implementation in 
an Operational Technology (OT) environment introduces distinct challenges related to performance, reliability, and 
vendor support. 
5.1.  Real-Time Performance and Latency 
The primary concern in OT is the predictability and determinism of data delivery, which can be threatened by the 
hypervisor layer. 
Challenges: Increased Network I/O Latency: The hypervisor introduces an abstraction layer between the Virtual Machine 
(VM) and the physical network interface card (NIC) adding processing overhead and jitter (variability) to network traffic. 
Mitigation-Direct Hardware Access: Utilize advanced virtualization features like SR-IOV (Single Root I/O Virtualization) or 
Direct Path I/O Pass through. These technologies allow a VM to directly access a physical NIC port, bypassing the 
hypervisor's software stack for minimal latency. 
Challenges: CPU Contention (Jitter): If multiple critical VMs compete for the same physical CPU core, it can cause 
unpredictable delays (jitter) in control loop timing and data processing. 
Mitigation: CPU and Memory Affinity: Implement CPU Pinning (or affinity) to dedicate specific physical CPU cores and 
Non-Uniform Memory Access (NUMA) nodes exclusively to critical, time-sensitive VMs (e.g., Historians, primary HMIs), 
ensuring guaranteed computational resources 
5.2. DCS Vendor Support and Licensing 
Traditional DCS environments were designed for dedicated hardware, making the transition to a virtualized platform a 
significant shift for both users and vendors. 
Challenges - DCS Vendor Qualification: Many legacy DCS applications are sensitive to the underlying operating system 
and hardware. Vendors may void support if the virtualization platform (hypervisor, server hardware) is not specifically 
tested and certified by them 
Mitigation- Adherence to Vendor Matrix: Only use virtualization platforms and hardware that are explicitly listed on the 
DCS vendor’s support matrix (Qualified Hardware List/RVL). Most major DCS vendors now have pre-engineered, 
validated virtualization solutions. 
Challenges - Software Licensing: Traditional hardware-locked licenses may not function on a VM that can be moved 
(migrated) to a different physical host 
Mitigation- Virtualization-Aware Licensing: Work with the DCS vendor to procure floating licenses or virtualization-
specific license keys that are tied to a unique identifier (like the hypervisor host name or a centralized license server) 
rather than a specific MAC address. 
5.3. High Availability and Disaster Recovery Complexity 
While virtualization enables advanced High Availability (HA) and Disaster Recovery (DR), configuring it correctly in an 
OT context is complex. 
Challenges - Hypervisor Spontaneous Failover: Features like VMware's v Motion or Microsoft's Live Migration are highly 
valuable but must be managed carefully. An unexpected, high-priority migration of a critical server (e.g., a primary HMI) 
could briefly interrupt real-time data flow. 
Mitigation- Tiered Service Management: Classify VMs into tears. Disable automatic live migration for Level 3/4 critical 
servers during active operations. Ensure the physical infrastructure uses redundant components (NIC teaming, redundant 
power supplies) and cluster architecture (N+1) to handle physical host failure gracefully and predictably 
Challenges - Storage Performance and Reliability: Virtualization heavily relies on shared storage (SAN/NAS/Hyper 
converged). The storage network becomes a single point of performance risk for all consolidated VMs. 
Mitigation- Implement a dedicated, redundant, high-throughput storage network (e.g. dual Fibre Channel or high-speed 
Ethernet with Jumbo Frames) to ensure I/O performance meets the demands of multiple simultaneous applications. 

6. TOTAL COST OF OWNERSHIP (TCO) ANALYSIS. 
The transition to a virtualized Distributed Control System (DCS) layer is not merely a technical upgrade; it's a strategic 
investment that fundamentally shifts the Total Cost of Ownership (TCO) model for Oil & Gas assets. The Return on 
Investment (ROI) is primarily realized through extended lifecycles, reduced capital expenditure (CapEx), and lower 
operating expenses (OpEx). 
6.1. Capital Expenditure (CapEx) Reduction 
Virtualization provides significant up-front CapEx savings by reducing the hardware requirements. 
 Hardware Consolidation Savings: The most direct CapEx saving comes from replacing dozens of vendor-specific 

servers (e.g., 20+ physical servers for HMIs, Historians, Domain Controllers) with a small cluster of high-specification, 
Commercial Off-the-Shelf (COTS) server hosts (e.g., 3-5 hosts). Example: Reducing the server count from 25 to 5 
results in savings on 20 server chassis, 20 operating system licenses, and numerous dedicated peripherals. 
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 Reduced Rack Space and Infrastructure: Fewer physical devices (i.e., less cabinet) require less space in the control 
room, leading to savings on: 

o Uninterruptible Power Supplies (UPS) Capacity 
o Fewer network switch ports required for server connections and cabinet requirement. 
o Reduced cooling infrastructure load (CRAC/HVAC units). 
6.2. Operating Expenditure (OpEx) Reduction 
OpEx savings are realized throughout the operational lifecycle of the facility, often providing the largest component of the 
ROI. 
 Power and Cooling: Significantly reduced energy consumption due to powering 80% fewer physical servers. Lower per 

month in electricity bills; less maintenance on cooling equipment 
 Maintenance & Spares: Simplification of the spare parts inventory to just a few types of COTS server components, 

instead of a diverse range of proprietary DCS spare parts. Lower working capital tied up in obsolete or specialized 
spares. 

 System Administration: Centralized management using the hypervisor console drastically reduces the time required 
for routine tasks (e.g., monitoring, patching, and backups). Fewer man-hours spent on repetitive server-level tasks, 
freeing OT personnel for higher-value activities. 

6.3. Lifecycle Extension and De-risking 
The most strategic financial benefit is the decoupling of software and hardware lifecycles, often extending the life of the 

DCS investment. 
 Mitigation of Obsolescence: Historically, a DCS software upgrade was forced by the obsolescence of the underlying 

physical server hardware (typically 5–7 years). With virtualization, the DCS application software (VM) can be 
seamlessly moved to new, current-generation host hardware when needed. 

 Extended Software Use: This independence allows the operator to keep the high-cost, validated DCS software 
operating for 10-15 years or more, only refreshing the low-cost COTS hardware platform underneath it. This 
dramatically reduces the frequency of major, high-risk, and expensive DCS application platform upgrades. 

 Reduced Project Risk: Testing and deploying patches, antivirus updates, or minor application changes can be 
performed on an exact virtual duplicate (a snapshot/clone) of the production system. This drastically lowers the risk of 
introducing instability to the live control system. Virtualization provides a future-proof platform that reduces the cost 
and risk of maintenance, securing the long-term operational integrity and availability of the supervisory control layer. 

7. CONCLUSION AND STRATEGIC SUMMARY 
Virtualization of the supervisory and data layers (Level 2/3) represents a definitive, modernizing step for Industrial 
Control Systems (ICS) in the Oil & Gas sector. It transitions the asset from a hardware-centric, rigid, and costly 
operational model to a software-defined, flexible, and economically sustainable platform. 
7.1. The Strategic Imperative: Modernization & Resilience 
The decision to virtualize is driven by a convergence of business necessities that traditional proprietary architectures can 
no longer meet: 
Mitigating Obsolescence Risk: The single most powerful argument for virtualization is the decoupling of the DCS software 
lifecycle from the underlying server hardware lifecycle. This ends the costly and disruptive cycle of mandatory system-
wide upgrades forced by hardware end-of-life. 
Enhancing Operational Resilience (HA/DR): Virtualization inherently boosts system resilience. Technologies like 
clustering, automatic failover, and rapid VM snapshot restoration ensure a far higher degree of Availability and 
Recoverability compared to relying on dual physical servers. 
Improving Security Posture: By enforcing strong isolation between different system functions (e.g., control applications vs. 
IT-managed services) and enabling the creation of dedicated, high-security VM segments, the virtualization layer becomes 
a powerful tool for Defense-in-Depth. 
7.2. Synthesis of Technical and Financial Value 
The transformation yields a direct and quantifiable return across CapEx and OpEx: 
 

Project Phase Primary Benefit Achieved Financial Impact 
Architectural Design 

(Section 3.0) 
Security Isolation and Hardware  
Decoupling via the hypervisor. 

Reduced Risk of network intrusion and 
catastrophic failure. 

Implementation 
 (Section 4.0) 

Server Consolidation 
(Fewer racks, less space). 

Significant CapEx Savings 
(Fewer server purchases). 

Operation 
(Section 5.0) 

Simplified Patching, Maintenance, and 
Disaster Recovery (DR). 

Substantial OpEx Savings (Lower power, 
fewer man-hours, faster recovery). 

Lifecycle 
(Section 6.0) 

Extended System Life and Mitigation of 
Obsolescence. 

Massive TCO Reduction 
(Fewer major replacement projects). 

 
7.3. Final Recommendation:  
While the strategic and financial arguments are overwhelmingly positive, successful implementation requires careful 
planning, as highlighted in Section 5.0: 
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 Vendor Partnership is Key: Only proceed using hardware and hypervisors explicitly certified and supported by the 
DCS vendor to maintain warranty and technical support. 

 Focus on Predictability: Utilize Direct I/O and CPU/Memory Pinning to ensure time-critical data flows maintain the 
deterministic performance required by the process control environment. 

 Train OT Personnel: The shift requires upskilling OT engineers to understand the hypervisor layer and its 
management tools, bridging the technical gap between traditional DCS and modern IT infrastructure.  

 The successful virtualization of the supervisory layer positions the Oil & Gas facility for the future, ready to integrate 
advanced technologies like Industrial IoT, cloud-based analytics, and Machine Learning without fundamental changes to 
its core control architecture. 
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