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Abstract: The proliferation of Android malware has become a significant concern in the cyber security landscape.
Traditional signature-based detection methods are no longer effective against the rapidly evolving malware threats.
Machine Learning (ML) and Deep Learning (DL) algorithms have emerged as a promising solution for Android malware
classification and detection. This study aims to investigate the effectiveness of various ML and DL algorithms for Android
malware detection. This work analyses the performance of several algorithms, including Support Vector Machines (SVM),
Random Forest (RF), and Recurrent Neural Network (RNN). From this analysis, reveals the DL algorithms, particularly
RNN, outperform traditional ML algorithms in terms of accuracy, precision, and recall. This finding suggests that the DL
algorithm and selects the features can provide an effective solution for Android malware classification and detection. The
results of this study can be used to develop a robust and efficient Android malware detection system, which can help
protect against the increasing threats of mobile malware. Overall, this study demonstrates the potential of ML and DL
algorithms in detecting Android malware and provides insights into the development of effective detection systems.
Keywords: Android malware, Machine Learning, Deep Learning, Support Vector Machine (SVM), Random Forest (RF),
Recurrent Neural Network (RNN), Android classification and detection.

1. INTRODUCTION

Google Android dominates the smartphone market with a 75% market share and 2.8 billion active users [1]. The open-
source nature and customizability of Android have made it a popular choice among users and manufacturers, leading to
the production of low-cost smart devices. Additionally, Android's Software Development Kit (SDK) has made it easy for
developers to create Android applications, making it a large target market. However, this popularity has also led to an
increase in malicious activity targeting Android devices through malware apps. According to AV-Test, the number of total
malware has increased from 182 million to 1342 million in the last ten years [2]. The primary goal of malware apps is to
compromise user privacy and sensitive data by performing unwanted actions. To address this issue, Android malware
detection using machine learning has emerged as a promising approach [3]. One effective way to identify suspicious
applications is by monitoring the network to which the Android device is connected. Machine learning, a subset of
artificial intelligence, enables the development of computer programs that can learn from data and improve their
performance over time. This technology can be used to build models that evaluate incoming data to make predictions and
detect anomalies, which can be applied to detect malicious Android applications [4]. Researchers have explored various
features, such as permissions requested, API calls made, and network activity, to build models that can classify applications
as malicious or non-malicious. Studies have shown that Random Forest and Ensemble technigues achieve high accuracy in
malware detection [5]. Performance evaluation is typically done using 2-fold cross-validation, F1-score, Precision, and
Recall. The increasing threat of Android malware has highlighted the need for analyzing prominent malware samples [6]
[71. Researchers have made significant efforts in static and dynamic malware analysis using static features and API calls,
respectively [8]. A study demonstrated that detecting harmful traffic on computer systems and improving network
security is possible by employing machine learning algorithms, such as Naive Bayes, SVM, J48, RF, and a proposed
approach [9]. Malware detection modules are responsible for analyzing collected data and determining whether a specific
piece of software or network connection poses a security concern [10] [11].
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Machine learning systems can explicitly express the principles underlying the patterns they have observed, enabling
algorithms to improve their predictive ability using feedback from previous tasks [12]. By leveraging machine learning, it is
possible to develop effective malware detection systems that can protect Android devices from malicious threats [14].

2. METHODOLOGY

Figure 1 the malware detection system’s process begins with dataset preparation, which involves collecting and organizing
a malware dataset for analysis. During the preprocessing step, raw data is converted into a format suitable for machine
learning models using techniques such as label encoding, which turns categorical labels in to numerical values. After the
data is preprocessed, the model construction entails training various ML algorithms such as SVM, RF, and RNN to learn
patterns that distinguish malicious files from begin ones. After the models have trained, the next step is to evaluate their
performance using measures such as accuracy, recall, F1-score and precision. These assessment criteria assist establish
how preciously and effectively the models identify malware.
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Fig 1 Overall Proposed Methodology

Dataset Preparation

The malware dataset used in this work is sourced from Kaggle, a widely used platform for publicly available machine
learning datasets. The Kaggle malware dataset contains a large collection of labeled samples representing both malicious
and benign files. Each sample includes extracted features such as opcode frequencies, byte-level patterns, API call
sequences, and other static or dynamic attributes essential for malware classification. The dataset provides clear labels
that categorize each instance as malware or non-malware, and in some cases further classifies malware into multiple
families. Because the dataset is already structured and well-organized, it allows for efficient preprocessing, including label
encoding and feature normalization. This Kaggle dataset serves as a reliable benchmark for training and evaluating machine
learning models aimed at malware detection.

3. PREPROCESSING USING LABEL ENCODER

In the preprocessing stage, a Label Encoder is applied to convert categorical values in the dataset into numerical format,
making them suitable for machine learning algorithms. Many fields in malware datasets such as file types, malware family
names, or categorical behavioral attributes are originally represented as text labels. Since most machine learning models
can only interpret numerical inputs, the Label Encoder transforms each unique category into an integer value. For
example, malware family names like Trojan, Worm, and Ransomware are encoded as 0, 1, and 2, respectively. This encoding
ensures that the dataset becomes consistent, structured, and ready for model training without altering the intrinsic
meaning of the original categorical features. Thus, Label Encoding plays a crucial role in preparing the malware dataset for
efficient and accurate classification.

4. MODEL CONSTRUCTION USING ML AND DL
In the model construction phase, two different machine learning algorithms such as Support Vector Machine (SVM),
Random Forest (RF), and deep learning algorithm such as Recurrent Neural Network (RNN)are implemented to
classify malware samples and compare their performance.
Support Vector Machine (SVM) is a supervised learning algorithm that identifies an optimal hyperplane to separate
malicious and benign samples. SVM works effectively with high-dimensional data and is widely used in malware detection
due to its strong generalization capability.
Random Forest (RF) is an ensemble learning method that constructs multiple decision trees and combines their
outputs to improve classification accuracy. Its ability to handle large feature sets and reduce overfitting makes it highly
suitable for malware classification tasks.
Recurrent Neural Network (RNN) is a deep learning model capable of learning sequential patterns from data, such as
opcode sequences or API call traces. RNN uses feedback connections to remember previous inputs, enabling the model
to capture temporal relationships commonly found in malware behavior. By constructing models with SVM, RF, and RNN,
this study provides a comprehensive evaluation of classical machine learning and deep learning approaches, allowing for a
detailed comparison of their effectiveness in malware detection.
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5. RESULT AND DISCUSSION
The performance of the malware detection models is evaluated using standard classification metrics, including accuracy,
precision, recall, F1-score, and the confusion matrix. These metrics help assess how effectively each model like SVM,
Random Forest, and RNN identifies malicious and benign samples.
e Accuracy measures the overall correctness of the model by calculating the percentage of correctly classified instances.
e Precision indicates how many of the samples predicted as malware are actually malicious, reflecting the model’s ability
to avoid false alarms.
e Recall measures the proportion of actual malware samples correctly identified by the model, highlighting its ability to
detect threats.
e Fl-score provides a balanced measure by combining precision and recall, making it useful when class distribution is
imbalanced.
e The confusion matrix offers a detailed view of true positives, true negatives, false positives, and false negatives, helping
analyze the model’s strengths and weaknesses.
By comparing performance values across SVM, RF, and RNN, the study identifies which model provides the most accurate
and reliable detection capabilities. This evaluation ensures a comprehensive understanding of how well each approach
performs in real-world malware classification scenarios.

Table 1 Performance Evaluation of Malware classification

Performance Metrics
Classifier Accuracy Precision Recall F1-score
SVM 90 93 89 91
RF 94 92 90 95
RNN 96 94 93 95

The performance comparison table 1 summarizes the evaluation results of the three models like SVM, Random Forest,
and RNN based on accuracy, precision, recall, F1-score, and confusion matrix values. From the table, it can be inferred
that each model exhibits different strengths in detecting malware. Random Forest generally provides higher accuracy and
balanced precision—recall values due to its ensemble structure, which reduces overfitting and improves reliability. SVM
shows competitive accuracy but may struggle with complex feature relationships, as reflected in variations in precision or
recall. The RNIN model, which is designed to capture sequential patterns, performs well in detecting malware behaviors
represented as sequences, often achieving higher recall. Overall, the model with the highest F1-score and best confusion
matrix distribution can be considered the most effective for real-time malware detection. The table highlights these
differences clearly, enabling a direct comparison of model effectiveness across all evaluation metrics.
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Fig 2 Performance comparison of ML and DL technique

Figure 2 illustrates the performance of three machine learning modelsSVM, Random Forest (RF), and Recurrent Neural
Network (RNN) using four evaluation metrics: Accuracy, Precision, Recall, and Fl-score. SVM shows moderate
performance, with high precision (93%), indicating that it effectively minimizes false positives. However, the recall value
(89%) is lower, meaning it misses some malware samples.
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Its overall accuracy (90%) and F1-score (91%) reflect stable but not superior performance. RF performs better than SVM
in all major metrics. Its accuracy improves to 94%, and the F1-score reaches 95%, indicating a strong balance between
precision and recall. The recall (90%) shows RF is more effective in detecting malware compared to SVM, while the high
F1-score demonstrates overall robustness. RNN achieves the highest values across most metrics. With96% accuracy, 94%
precision, and 93% recall, the RNN model provides the best detection capability among the three. The F1-score (95%)
matches, which of RF but with superior accuracy and recall, making RNN the top-performing model overallRNN
outperforms SVM and RF, providing the highest accuracy and recall, making it the most effective at identifying malware.RF
performs better than SVM, especially in terms of accuracy and F1-score, showing strong reliability.SVM performs the
lowest, though it still delivers acceptable precision and F1-score.

6. CONCLUSION

This study presented a malware detection framework using three machine learning models SVM, Random Forest, and
RNN to analyze and classify malware samples from the Kaggle dataset. The dataset underwent preprocessing using a
Label Encoder to convert categorical attributes into numerical format suitable for model training. Each model’s
performance was systematically evaluated using accuracy, precision, recall, and F1-score, supported by a confusion matrix
for deeper insight. The comparative results clearly indicate that RNN outperformed the other models, achieving the
highest accuracy, recall, and competitive F1-score. Random Forest demonstrated strong overall performance and served
as a reliable traditional machine learning method. In contrast, SVM, while effective, showed relatively lower recall and
accuracy compared to the other two models. Overall, the experimental findings suggest that deep learning approaches,
particularly RNN, are highly effective for malware classification due to their ability to capture sequential behavior patterns
in malicious files. Future work can focus on expanding the dataset, incorporating additional feature extraction techniques,
and exploring advanced deep learning architectures such as LSTM or GRU to further enhance detection accuracy and
robustness.
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