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Abstract: Digital technologies are currently creating both opportunities and potential obstacles with significant ethical 
implications that will play out over the next few decades. During COVID-Lockdowns, digital technology can be used to 
boost learning and communication across a range of domains and boundaries. In the worst-case scenario, digital 
technologies create new divides between those who have access to them and those who do not, raising concerns about 
surveillance. The real-time disruption of educational environments, systems, participants, and stakeholders caused by 
COVID-19 is still going on. The Internet of Things is predicted to make a significant impact, particularly during a 
pandemic. Using IoT services during pandemics has a number of advantages, the most important of which is that they help 
to keep people physically apart from one another. However, the biggest challenge people face is that the use of the IoT 
increases social distance and decreases personal communication. 
Keywords: IoT, Digital Ethics, Data Privacy, Data Protection, Human Dignity. 
 

I. INTRODUCTION 
The Internet of Things (IoT) is a new way of thinking about how new technologies can be applied in the IT industry. The 
term "Internet of Things" is made up of two words: "internet" and "things." It's a term that refers to the interconnection 
of devices and machines across the internet. The internet is a worldwide network of interconnected computer networks 
that use Internet Protocols (IPs) and Transmission Control Protocols (TCPs) to provide services to billions of users. The 
internet of things (IoT) is a rapidly expanding sector of technology that refers to the interconnection of physical objects. 
The internet of things (IoT) is one of the hottest topics in the IT world right now. The term 'Internet of Things' has 
piqued interest due to its depiction of a global network of connected physical things that enables anytime, everywhere 
networking for anything.    

 
Fig 1. Internet of Things 
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This is a network that allows humans, things, and things to communicate using a unique identifier for each object. "Online 
schooling is not a new concept, but it has grown in popularity in the aftermath of the pandemic. The epidemic did not 
completely cease schooling, but it did require us to change our approach." "COVID-19" has questioned the long-term 
viability of systems and frameworks, particularly in informal educational environments where personal 
intercommunication and physical structures are prioritized. Given that large-scale disruptions are more likely to develop 
over the next decade due to pressures such as climate change, the pandemic has reduced the need for an educational 
approach to inventing stronger capacities for crisis response, including and beyond significant public health disasters. 
Students, parents and caregivers, educators, and decision-makers face both chronic and emergent ethical problems with 
heightened importance during COVID-19, as education and learning increasingly rely on digital platforms and resources. 
How can we seize the benefits while minimising the risks that come with mass adoption of digital technologies? What 
impact do these concerns have on diverse demographics and environments, what are the new challenges, gaps, and 
disparities in access, especially for marginalised or special needs communities? And, in COVID-disrupted places, how may 
current and persistent problems cause harm. 

II. KEY THEMES 
1. Disparities in access to Internet connectivity and digital devices include but extent beyond the rural-
urban divide. 
According to the LIRNEasia research, 64 percent of all houses with school-aged children had Internet connection, while 
the other 36 percent did not. The study also included a 7,000-home investigation across India, which included 350 villages 
and wards. Children in households with access to the internet were more likely to receive some form of remote learning, 
whereas just 8% of children in households without access to the internet claimed they received any form of learning. At 
the same time, a subsequent nationwide survey done by LIRNEasia revealed that Web usage had more than doubled in 
the previous four years, with Covid-related outages contributing to the increased demand for connectivity.In late 2017, 
19% of the 15-65 age group claimed to have used the Internet, whereas 49 percent of the 15-65 age group claimed to 
have done so in late 2017. This translates to 61 percent of families using the Internet in 2021, up from 21% in 2017. In 
2020 and 2021, it appeared that over 130 million clients went online. Of the almost 80 million people who started using 
the Internet in 2020, 43 percent, or more than 34 million, stated they started doing so after the Covid issue. 
2. The widespread intensifies existing disparities but may offer assistance to make more obvious possible 
pathways to relieve inequities.  
It is vital to assist in bridging the advanced divide that COVID-19 has created, while also recognising the pandemic's 
openings in order to alleviate imbalances. Participants talked on how the shift to online education has worsened 
educational disparities, which could have long-term consequences, especially for underrepresented groups. How can we 
think about learning and educational material from the bottom up (for example, in the context of informal learning 
spaces) to better level the playing field with such a large adolescent population? And how can we build policies that assist 
the development of youth skills while still being inclusive? 
3. Human dignity preservation is vital in the educational system especially when viewed through the lens 
of certain ethical philosophies but it may be challenged in digitally mediated situations. 
One question that came up during a discussion about the relevance of ethics in education was how do we conceive of 
ethics in education in a way that supports human dignity, especially for those who are marginalised? They advised looking 
into ethical frameworks from the Global South, such as Sub-Saharan Africa's Ubuntu concept, to preserve human dignity.  
This notion emphasises community belonging and the idea that for individuals to grow and be recognised in society, the 
community must be involved.  Students particularly those from underrepresented communities may be more vulnerable 
to cyberbullying, surveillance, and opaque decision-making mechanisms as a result of more time spent online under 
COVID-19, constituting a danger to human dignity. 
4. Inadequate or selectively represented data perpetuates inequality invisibly. 
Covid-19 has demonstrated how underrepresented populations are usually left out of national statistics. For example, 
does not collect ethnicity or race information, indicating a lack of diversity and racial inequity in the country, which could 
hinder the development of equitable educational policies and programmes. To address inclusive development planning, we 
need a data lens that captures the reality on the ground. Digital inclusion will only happen when legislators establish 
policies that consider the entire community. To help enhance and develop educational programmes and policies, more 
data transparency and sharing on a global scale is also essential. 
5. There are several privacy concerns, particularly as educational places and services undergo digital 
transition. 
The collection and probable use of students' personal data, for example, presents security and privacy concerns in a 
virtual learning environment. Platforms that deliver online education typically collect enormous quantities of data from 
students. Currently, there is insufficient transparency about what data is collected, where it is stored, and how it might be 
used. The privacy risks may be magnified in specific geographical conditions (e.g., regions with more restrictive 
government policies). Academic institutions play a critical role in ensuring the privacy of students. Aside from top-down 
legislation, several participants stated that considering how varied stakeholders could collaborate to develop programmes 
and resources to solve online privacy issues could be beneficial (e.g., through the development of educational content, 
social contracts, etc.). Collaboration like this is especially important in areas where more awareness about these issues is 
needed. "When it comes to ethics, each stakeholder group has different wants and needs, which can often conflict. 
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"All academic institutions are collecting increasing amounts of data from students in order to improve the learning 
experience and better serve their students. Is our data, on the other hand, safe with these organisations? New data 
protection legislation are enhancing individuals' privacy rights in today's data-driven world. This is why schools, colleges, 
universities, and e-learning providers, regardless of their size or location, must now conform to significantly stricter data 
privacy standards. We'll talk about how data protection laws affect the education sector, as well as digital ethics and 
personal privacy. It will help us become more informed citizens and clarify our educational rights. First and foremost, 
though, we must define compliance. 

 
Fig 2. Digital Ethics 

 

 
 

III. OBSERVANCE OF DATA PRIVACY 
Most individuals have trouble understanding what compliance comprises, and they commonly confuse it with terms like 
data privacy, data protection, and cyber security. 
 

 
Fig 3. Data Privacy 
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Data privacy: This refers to our legal obligation to protect the privacy of our personal information and to those who 
responsibly manage personal data. In other words, the law defines how you should obtain, keep, distribute, and allow 
access to personal data. 
Cyber security: We need encryption and firewalls to protect data from compromise, corruption, and loss. In addition 
to cyber security, it includes backup and business continuity planning. 
Compliance: Whether they are tied to technology or organisational policies and procedures, data privacy requirements 
must be obeyed by satisfying particular standards. 
3.1 Data Collection Requires Digital Ethics. 

 
 

Fig 4.General Data Protection Regulation 
 

The General Data Protection Regulation (GDPR) allows schools, colleges, and universities to collect and use personal 
data if they claim to be working on a public-interest project. However, they must seek clear authorization before using 
personal data for any purpose other than their customary responsibilities as learning providers. It must come from their 
parents in the event of minors. All educational providers must collect data in a transparent manner in order to be 
compliant. E-learning providers, on the other hand, must pay more attention to signup forms, online checkouts, and the 
wording of their privacy policies. Privacy notices should be widely available, well-presented, and written in a manner that 
students of varied ages and reading levels can comprehend. They must discuss and outline what you do with student data: 
3.2  Data Protection 

 
Fig 5. Data Protection Policy 

 

To meet the requirements of any data protection regulation, institutions will need to build suitable technical and 
organisational processes. In order to successfully secure people's privacy. Malware can be spread unintentionally by 
students via email, flash drives, and social media (particularly in an educational setting).  Not only are that, but busy 
professors and lecturers with a mountain of emails and term-time job limitations obvious candidates for malware 
attachments and dangerous website URLs. This is why personnel must be trained in security awareness. In addition, we 
must ensure the following. The most recent software updates and fixes are installed on all software and workstations. 
Make it a habit to do so. There is a stringent password policy in place, and access capabilities are limited to only those 
users who need them to do their tasks. Only approved entities have access to classroom hardware. Examine the same. 
Defining protective data privacy rules to restrict where that data is collected, processed, and secured becomes difficult 
with so many requirements to meet. Regardless, it is crucial in every industry, including education.  
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This is when privacy laws come into play, allowing citizens to request that their personal information be erased. A high 
level of oversight is required in the education industry. Using technologies that provide a full picture of all of our data, we 
can achieve the same results. It will allow us to accurately deliver all stored information on an individual, as well as swiftly 
and efficiently respond to enquiries. 

IV. CONCLUSION 
Without a doubt, technological advancements are supporting us in crafting a bright future by allowing all major industries 
to change their identities and better serve the general population. However, there is a considerable risk to consumers' 
data and privacy as a result of all of this. This vulnerability is amplified in the education sector, which must protect a vast 
amount of user data. Knowing all of these digital ethics, as well as our privacy rights, will help us become better educated 
users and make better decisions. 
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