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Abstract: The aim of this research is to explore the association of AI-based personalization and consumer trust in the 
fast growing e-commerce environment in India. Leveraging secondary data from academic publications, industry reports, 
and policy statements, the paper explores how levels of personalization (intensity, relevance and algorithmic autonomy) 
affect consumer engagement and loyalty. The results show that perceived usefulness and transparency are positively 
mediated by customer trust, whereas privacy concern significantly negatively affects the route. In addition, digital literacy, 
cultural orientation and knowledge of regulation moderate the personalization–trust relationship with respect to 
individual-level differences, highlighting the situational context in consumer judgment in emerging markets.The findings 
implied that personalization can increase both short-term satisfaction and long-term loyalty toward the platform if it is 
conducted transparently and ethically. But mounting privacy concerns and varying levels of digital literacy complicate 
trust-building efforts. Responsible AI governance, inclusive design and proactive communication are among 
recommendations to maintain consumer trust contained in the report. The paper’s ultimate contribution is in providing 
an understanding of managing ethical AI personalization to manage a trade-off between innovation and trust in the Indian 
e-commerce industry, which may have policy, research and practice implications for digital business management. 
Keywords: AI-based personalized site themes, customer trust, Digital transformation in India’s E-commerce market; 
Want of privacy and transparency 
 

INTRODUCTION 
Artificial intelligence has emerged as a critical component in the ongoing digital transformation of global commerce, 
fundamentally altering how companies understand and engage with their customers. Amid a burgeoning Indian e-
commerce landscape, AI-powered personalization is not just advancement in technology but also a strategic lever that 
affects how customers discover products and identify with brands.This study explores the intricate relationship between 
personalized AI applications and the formation of consumer trust, highlighting their significance for sustainable growth in 
emerging online markets. Several theoretical perspectives had significantly influenced the present study on AI-driven 
personalization and customer trust in the context of digital transformation. The Technology Acceptance Model (TAM) 
(Davis, Perceived usefulness, perceived ease of use, and user acceptance of information technology. , 1989)provided a 
foundation for understanding how perceived usefulness and ease of use of AI-based personalization tools affected 
customers’ willingness to engage with e-commerce platforms. The role of trust and commitment in maintaining long-term 
online relationships was stressed by the Trust-Based Model of Relationship Marketing (Morgan, 1994) thus framing AI-
mediated personalization strategies that could be helpful at increasing consumer’s confidence. The Expectation-
Confirmation Theory (Bhattacherjee, 2001) provided insights into how the level of their post-adoption satisfaction and 
trust developed over time based on consistent personalized experiences. Moreover, the Stimulus–Organism–Response 
(S-O-R) Framework (Mehrabian, 1974) assisted in analyzing the psychological processes where stimuli that were triggered 
by AI like recommendations and targeted ads shaped customer emotions, thinking and intentions to behave.  
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AI-based personalization in Indian e
hyper-personalized experiences which changed dynamically with each consumer's
mouse (Behera, 2023)
almost 71% of retailers expected to begin using
and predictive analytics had enabled proactive engagement, while mobile
accessed platforms via smartphones. However, major concerns emerged regarding data privacy and trust, as the Digital 
Personal Data Protection (DPDP) Act, 2023, lacked AI
and about 65% of consumers expressed fears of data misuse 
lack of trust in autonomous AI choices, and irrelevant suggestions significantl
algorithmic bias, particularly
and financial constraints made it difficult for small and medi
AI adoption among SMEs in India. , 2022)
consumers' risk perceptions. Transparency challenges
given the “black box” nature of AI made opaque how data was used in ways that ran counter to withdrawal
dictates (Jain, 2023). India’s collectivist culture
languages and social proof to establish trust 
effectively remained subject to considerations of trust, ethics and 
overall landscape. Artificial intelligence (AI) is increasingly being used in India’s e
transformation in consumer engagement driven by personalized services and an
transparency, and
delivery, its ethical and emotional concerns are not yet fully comprehended in emerging
heterogeneous consumer preference and nascent digital regulations. 
based personalization influences customer trust and loyalty within India’s digital marketplace. The research is relevant for
advancing responsible and transparent AI adoption, ensuring that technological innovation aligns with consumer 
confidence and 
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LITERATURE REVIEW 
1. AI-driven personalization features 
(Personalization intensity, relevance, autonomy) 
Prior work showed that personalization intensity the degree to which content and offers were tailored to individuals had 
been positively associated with perceived usefulness, engagement, and purchase intention in e-commerce, especially when 
users experienced clear incremental benefits over non-personalized interfaces (Hasan, 2025)(Teepapal, 2025). Research 
on perceived relevance found that recommendations were more appreciated and relevant when they were timely and 
fitted the context of consumers’ goals, resulting in increased satisfaction and more positive attitudes towards the brand, 
reinforcing trust and loyalty (Hardcastle, 2025) 
Meanwhile, perceived autonomy of AI how much algorithms made decisions independently of human involvement had a 
dual effect where automation positively impacted efficiency and convenience but too much independence without 
transparency increased loss of control and risk to privacy, frames especially emphasized in relation to AI-driven targeting 
(Middleton, 2025)(Hardcastle, 2025). In general, the literature indicated that AI-based personalization supported trust and 
engagement only when intensity, relevance and autonomy were well-adjusted and perceptible for users. 
 

COGNITIVE AND AFFECTIVE MECHANISMS 
(Perceived usefulness, transparency, privacy concerns, fairness and perceived control). According to the technology 
acceptance model, perceived usefulness had been one of the integral mediating mechanisms through which AI 
personalization affects technological adoption and trust as well as continuance intentions in online shopping and mobile 
payment (Davis, Perceived usefulness, perceived ease of use, and user acceptance of information technology. , 1989). 
Recent research in the field of AI marketing found that if people perceived the AI suggestions to be truly useful and 
primarily time-saving, then they were more willing to accept collection of their data and experimentation with options 
(Teepapal, 2025). At the same time, algorithmic transparency had been underlined also as a necessary precursor to trust: 
explanations of how data were used and recommendations have been made for the purpose of reducing perceived 
opacity and encouraging perceptions of fairness in AI based-systems (Balasubramaniam, (2023).)(Hardcastle, 2025) 
Utilizing privacy calculus theory, privacy concern was empirically established to rise when individuals perceived data 
sensitivity and profiling risks as higher than personalization benefits owed, which consequently lowered data disclosure, 
trust, and usage intentions throughout mobile apps, IOT services and AI-mediated platforms (Fernandes, 2021). 
Although fairness research highlighted discrimination and the risks of algorithmic bias, (and how these discriminations 
violate procedural justice and thereby erode trust) especially in cases where training data fails to reflect the population’s 
diversity (Hardcastle, 2025). Last, perceived control over data and personalization settings had consistently been 
associated with trust, satisfaction, and acceptance of AI personalization, as users were able to influence the 
recommendations or withdraw consent if needed (Fernandes, 2021). These mechanisms collectively comprised the 
primary psychological paths by which AI-driven personalization led to (or did not lead to) trust in customers. 
 

CUSTOMER TRUST AND BEHAVIORAL OUTCOMES 
(Customer trust, platform commitment, continuance intention, willingness to share data, e-WOM) 
A rich literature in e-commerce established that customer trust is a critical antecedent of consumers’ online purchase 
intention, satisfaction, and continued platform usage (Pavlou, 2003). 
In AI, an empirical study has proven that trust facilitated the association between personalization benefits, privacy risk, 
and user engagement as much as even complex AI systems relied on perceived integrity and reliability of provider 
(Teepapal, 2025). 
Studies on loyalty to the platform and continuance intention found that both trustfulness and utility, along with 
satisfaction, had a collective effect on usage of e-commerce platforms and mobile payments, while trust have been served 
as both direct predictor and mediator (Kim, 2024). 
Within the privacy calculus tradition, willingness to share data had been explained as a trade-off between personalization 
benefits and perceived privacy risks; where benefits were salient and safeguards clear, users showed greater readiness to 
disclose personal information (Fernandes, 2021). 
Finally, work on electronic word of mouth (e-WOM) demonstrated that satisfied and trusting customers were more 
likely to generate positive online reviews and recommendations, which in turn reinforced platform reputation and loyalty 
among other users (Cloarec, 2024). 
In combination, this stream of research supported the model assumption that trust served as a central conduit linking AI 
personalization to loyalty, continued usage, stronger data-sharing intentions, and positive e-WOM. 

4. CONTEXTUAL MODERATORS 
(Digital literacy, regulatory awareness, cultural orientation, platform reputation) 
Studies on digital literacy in India and other emerging economies had shown that higher levels of skills and confidence in 
using digital tools significantly increased e-commerce adoption, trust in online transactions, and the ability to recognize 
fraudulent practices (Impact of Digital Literacy and Internet Penetration, 2025; Research on Rural Rajasthan Vendors, 
2025; ShodhKosh Study, 2025). Conversely, users with low literacy demonstrated “digital hesitation,” relying heavily on 
cash-on-delivery, informal channels, and a small set of platforms they perceived as safe (Consumer Trust and Adoption 
Barriers, 2025). 
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Regulatory awareness, particularly around the Digital Personal Data Protection Act (DPDP Act, 2023) and its 2025 Rules, 
had begun to shape consumer expectations regarding consent, data deletion, and cross-border transfers; however, 
surveys indicated that only a minority of Indian consumers fully understood their data rights, suggesting that limited 
awareness could weaken the intended trust benefits of regulation (PwC India, 2024; India-briefing, 2025; IAPP, 2024). 
Research on cultural orientation found that collectivist norms, social proof, and family or peer influence significantly 
affected online shopping adoption in India and other high-collectivism settings, often moderating the effects of perceived 
risk and trust (Pratesi, 2021). 
Studies on social shopping and web strategies showed that endorsements, ratings, and community signals were especially 
powerful in cultures where group affiliation and reputation were salient (Sia, 2009). 
Finally, platform reputation had been repeatedly identified as a major determinant of initial trust and continuance, with 
evidence that stronger brand reputation mitigated perceived risk, improved loyalty, and amplified the impact of positive 
reviews (Oghazi, 2021). 
In the context of AI-driven personalization, these moderators jointly suggested that identical personalization strategies 
could produce very different trust outcomes depending on users’ skills, legal awareness, cultural orientation, and prior 
beliefs about the platform’s credibility. 

GAP OF THE STUDY 
Although AI-driven personalization has become central to e-commerce growth, limited research has examined its 
psychological and ethical dimensions in the Indian context, where digital literacy, cultural diversity, and data privacy 
concerns vary widely. Existing studies predominantly focus on the technological performance of AI or consumer 
satisfaction in developed markets, leaving a significant gap in understanding how personalization intensity, transparency, 
and privacy perceptions collectively shape customer trust in emerging e-commerce ecosystems. 
 

SCOPE OF THE STUDY 
This paper investigates the impact of AI-powered personalization on customer trust in India’s nascent e-commerce 
market. It focuses on user perceptions of usefulness, transparency, fairness and control as mediators and takes into 
account contextual moderators such as digital literacy, regulatory awareness and cultural propensity. The focus is 
narrowed down to Indian e-commerce users interacting with AI based recommendation and personalization systems on 
major platforms such as Amazon, Flipkart, Meesho and Myntra. 
 
OBJECTIVES OF THE STUDY 
1. Analyzing AI-led personalization features to build trust and engagement with customers in the Indian e-commerce 

space 
2. To investigate the mediating effect of perceived usefulness, transparency and privacy concern in creating customer 

trust. 
3. To investigate if the relationship between AI personalization and trust is moderated by digital literacy, cultural 

orientation and regulatory knowledge. 
 

RESEARCH METHODOLOGY 
This work used a descriptive-analytic research design from secondary data sources entirely to reach its 
goal. Data were collected from peer-reviewed journals, industry reports, government publications, and trusted databases 
such as Scopus, Science Direct, and Google Scholar. The SLR method was used to find, review and summarize studies 
either concerning AI-powered personalization and customer trust in e-commerce or taking place in the Indian context 
between 2015 and 2025. Next, the retrieved studies were subjected to a Thematic Analysis to examine the relationships 
among key constructs including: personalization, transparency and privacy concern; trust as well research gaps, in order 
to avoid omitting any evidence related to study objectives. 
Assessing AI-Powered Personalization’s Impact on Trust and Engagement with Customers 
AI-powered personalization has emerged as a game changer for India’s e-commerce economy, on how consumers engage 
with Amazon, Flipkart, Meesho and Myntra to make their purchase decisions. The level of personalization and perceived 
relevance have had a powerful positive impact on engagement, click-through rates, satisfaction etc. Research showed that 
74% of (Indian) e-commerce shoppers were more inclined to trust and buy from those platforms which make 
contextually relevant recommendations (KPMG, 2024). 
However, a mixed effect for AI autonomy was observed where automation contributed to convenience while excessive 
algorithmic decision-making without justification lead to increased skepticism and decreased trust (Hardcastle, 2025). 

RELATIONSHIP BETWEEN PERSONALIZATION INTENSITY AND CUSTOMER TRUST INDEX IN 
INDIAN E-COMMERCE (2018–2025) 

Year Average Personalization Score Customer Trust Index (%) 
2018 62 58 
2020 71 64 
2022 78 69 
2025 84 76 

Table no 1 
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