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Abstract: The rapid advancement and integration of Internet of Medical Things (IloMT) devices are reshaping modern
healthcare by enabling real-time patient monitoring, early diagnosis, and intelligent clinical decision-making. However, a
key challenge persists in the fragmentation of sensitive patient data across healthcare institutions, limiting interoperability
and raising privacy concerns. To address this, the project proposes a blockchain-enabled framework using Hyperledger
Fabric to ensure secure, tamper-resistant, and privacy-preserving data storage with robust access control and auditability.
Additionally, edge computing is integrated to process data closer to the source, reducing latency and improving efficiency.
This decentralized architecture enables secure, real-time data sharing while maintaining data integrity and confidentiality.
Keywords:-Internet of Medical Things (IoMT), Blockchain Technology, Hyperledger Fabric, Healthcare Data Security,
Decentralized Systems, Edge Computing, Secure Data Sharing, Interoperability

I. INTRODUCTION

The Internet of Things (IoT) has emerged due to the increasing number of connected devices, significantly improving
healthcare through the Internet of Medical Things (IoMT). IoOMT systems consist of wearable sensing devices connected
via a wireless body area network (WBAN), an internet gateway, and a cloud-based data center, generating personal health
data such as heart rate, and blood sugar levels for local or cloud-based analysis. The digitization of patient records
supports remote monitoring, timely decision-making, and advanced medical research, enhancing overall healthcare
efficiency and patient outcomes; however, fragmented data storage, unstable network infrastructure, and the massive
volume of generated data hinder efficient data exchange and accessibility, while critical concerns such as data privacy
regulations, increased risk of security breaches, and communication disruptions under abnormal conditions further
complicate IoMT implementation. The proposed framework integrates IoMT and blockchain[18] for the secure recording,
processing, and storage of health metrics is preprocessed and securely stored in the blockchain to ensure tamper-proof
records and transparency, while also enabling real-time access, visualization, and continuous monitoring of patient health,
supporting proactive healthcare management, early diagnosis, and delivering a robust, decentralized, and scalable solution
for secure, reliable, and efficient healthcare data management.

A. Objective

The main goal of this project is to design and implement a secure, interoperable, and privacy-preserving framework for
managing data generated by the Internet of Medical Things (IoMT). This project focuses on developing a blockchain-
enabled architecture using Hyperledger Fabric to ensure the secure, tamper-proof, and transparent storage and validation
of IoMT data. By leveraging blockchain technology, the framework aims to enhance interoperability among diverse
healthcare systems, enabling seamless and trustworthy data sharing across multiple institutions while maintaining data
integrity. Additionally, the integration of edge computing allows data processing to occur closer to lIoMT devices,
significantly reducing latency and improving the overall efficiency of the system. The framework also emphasizes robust
access control and privacy protection through a permissioned blockchain architecture specifically designed to meet
healthcare security and compliance requirements.

INIRAE: ©2014-26, AM Publications, India - All Rights Reserved https://doi.org/10.26562/ijirae Page-772




(L)

s ok % LIRAE:International Journal of Innovative Research in Advanced Engineering ISSN:2349-2163
T Volume 13, Issue 04, April https://www.ijirae.com/archives
BEERARE https:/doi.org/10.26562/ijirae.2026.v1304.07

B. Problem Statement
The rapid adoption of the Internet of Medical Things (IoMT) has enabled continuous monitoring and real-time collection
of patient health data through interconnected medical devices such as wearable sensors, smart implants, and remote
monitoring systems. However, this increasing volume of sensitive health data introduces significant challenges related to
data security, privacy, integrity, and centralized control. Traditional healthcare data management systems rely heavily on
centralized architectures, which are vulnerable to data breaches, unauthorized access, single points of failure, and lack of
transparency. Patients often have limited control over their own medical data, and sharing information across different
healthcare providers can be inefficient, insecure, and prone to inconsistencies.
C. Scope of the Project
The project “Secure and Decentralized Health Data Management using loMT and Blockchain” focuses on designing and
implementing a system that ensures secure, transparent, and efficient handling of healthcare data generated from IoMT
devices. This project primarily covers the integration of loMT-based data collection with blockchain technology to create
a decentralized platform for managing patient health records. It includes the development of mechanisms for secure data
transmission, encryption, and access control, ensuring that only authorized entities such as doctors, patients, and
healthcare providers can access sensitive information[17,19].

Il. LITERATURE SURVEY
A.AKhanetal [1] (2025) presented a lightweight authentication framework integrating blockchain and edge computing for
IOMT environments. The system uses permissioned blockchain networks (similar to Hyperledger) to ensure secure and
fast authentication. Edge computing reduces latency by processing data near IoMT devices, enabling faster response times
for real-time healthcare applications.
R. Arul, Y. D. Al-Otaibi [2] (2024) proposed an “Multi-Modal Secure Healthcare Data Dissemination Framework Using
Block chain in loMT” aims to develop a secure, transparent, and efficient system for managing and sharing healthcare data
collected from diverse Internet of Medical Things (IoMT) devices. In modern healthcare environments, vast amounts of
multi-modal data- such as medical images, sensor readings, and patient records- are generated continuously, requiring
robust mechanisms for secure storage, validation, and dissemination. This project leverages block chain technology to
ensure data integrity, traceability, and tamper-proof management, enabling trusted collaboration among healthcare
providers, patients, and researchers.
M. Qi,Z. Wang [3] (2024) introduced blockchain and distributed ledger technologies can be integrated with internet-of-
healthcare-things (IoHT) systems to protect privacy. It identifies key privacy challenges (such as meaningful consent, data
profiling, lack of trust) in IoHT systems and reviews blockchain-based privacy-preserving techniques (access control,
authentication, encryption, federated learning, multi-party computation)
All.Lafta, [4] (2024) introduced the “5G and Internet of Things: Next-Gen Network Architecture” focuses on developing
a high-speed, low-latency, and intelligent communication framework that integrates the power of 5G technology with the
Internet of Things (IoT). With billions of interconnected devices emerging across industries, the project aims to design an
architecture that ensures seamless connectivity, real-time data processing, and efficient resource utilization..
M.Khan,S.Ahmed,andL.Wang [5] (2024) presented an edge-enabled blockchain architecture to improve the security and
performance of healthcare data management in loMT systems. The framework combines edge computing with blockchain
to process medical data closer to the source, thereby reducing latency and bandwidth consumption. Blockchain ensures
data immutability and transparency, while edge nodes handle real-time data filtering and encryption.
S. Ali, Abdullah. [6] (2023) developed “Metaverse in Healthcare Integrated with Explainable Al and Block chain: Enabling
Immersiveness, Ensuring Trust, and Providing Patient Data Security” focuses on creating a virtual, intelligent, and secure
healthcare ecosystem that combines the immersive power of the Metaverse with the transparency of block chain and the
intelligence of explainable Al (XAl). This framework enables virtual medical consultations, remote surgeries, and
interactive therapy sessions through immersive 3D environments, enhancing patient engagement and accessibility.

I1l. SYSTEM DESIGN

A. System Architecture
The system architecture for Secure and Decentralized Health Data Management using Io0MT and Blockchain integrates
Internet of Medical Things (IoMT) devices, cloud storage, and blockchain technology to ensure privacy, security, and
integrity of patient data. loMT devices collect real-time health data from patients, which is encrypted and stored in a
distributed ledger using blockchain.
B. Methodology
The proposed methodology for the project “Secure and Decentralized Health Data Management Using loMT and
Blockchain™ is designed as a layered system that ensures secure, controlled, and efficient management of healthcare data.
Instead of real-time IoMT devices, the system currently collects patient medical data through text-based files and email
inputs, which act as digital representations of patient health records. These records are uploaded by patients and stored
securely in the system. At the initial stage, users such as Admin, Hospital, Doctor, and Patient interact with the system
through a web-based interface. The system implements role-based access control, where each user is authenticated using
OTP-based verification[7,8].
C. Modules
1) Block Chain: The Block chain module forms the core security layer of the proposed healthcare system. It provides a
decentralized, immutable, and transparent ledger for storing encrypted patient data and system transactions
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2) Edge Computing: The Edge Computing module is integrated to ensure low latency, fast data processing, and efficient
resource utilization in healthcare environments. Instead of sending all medical data to centralized cloud servers,
computations are performed at the network’s edge closer to IoMT devices such as sensors, wearables, and hospital
monitoring systems.
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Figl: System Architecture Diagram

3) AES: The AES module is implemented to achieve strong data encryption of medical files uploaded by patients. AES, a
symmetric key encryption algorithm, ensures that patient records are converted into secure cipher text before being
stored or transmitted. Only authorized users possessing the secret key can decrypt and access the data [12,13,14].
4) SHA-256: The SHA-256 (Secure Hash Algorithm 256-bit) module is responsible for generating a unique hash value for
each uploaded medical file. This hash acts as adigital fingerprint, ensuring data integrity by verifying that the file has not
been altered or tampered with. Even a minor modification in the file changes the hash value entirely, making unauthorized
changes immediately detectable.
5) ISP Dashboard: Displays the uploaded encrypted data along with file details and timestamps. It also shows the
transaction status, verification results, pending registration details, and overall project modules. The dashboard acts as the
user interface for monitoring stored data, status, and user details etc
6) MySQL Database: The MySQL database is used to maintain user details, device metadata, and other non-critical
information that supports the system’s operation.

IV.EXISTING SYSTEM VS PROPOSED SYSTEM
A. Existing System
The Existing proprietary platforms to manage and store medical data, often leading to fragmentation and lack of
interoperability between various healthcare providers and devices. In traditional systems, sensitive patient information is
often stored in silos across different healthcare organizations, making it difficult for healthcare providers to access ac
comprehensive view of a patient’s health. While Internet of Medical Things (IoMT) devices have been integrated into
healthcare settings to enable real-time monitoring and data collection, the data generated from these devices is not always
easily shared or accessible across various platforms. These devices may be connected to different networks, and the data
they generate is typically stored in isolated systems, limiting its utility for healthcare professionals who need a broader,
unified view of patient health[9,10,11]. Traditional healthcare data storage systems often use centralized databases, which
are vulnerable to cyber-attacks and unauthorized access.
B. Proposed System.
The proposed system introduces a secure, decentralized, and efficient healthcare data management framework that
integrates Internet of Medical Things (IoMT) devices with block chain technology and edge computing to overcome the
limitations of traditional centralized systems. This architecture uses hyper ledger Fabric, a permissioned block chain
network, to securely store and manage sensitive health data, ensuring data privacy, and immutability. The use of edge
computing enhances real-time data processing and enables timely clinical responses, while block chain ensures that all
health records are tamper-proof and transparently auditable[15,16].

V. IMPLEMENTATION
A. Environment Initalization
Configured an Apache Tomcat server to deploy and manage the application efficiently. Established a MySQL database
connection using JDBC to handle data operations securely and reliably. Set up the development environment by installing
Java, an IDE such as Eclipse or IntelliJ, and all required libraries. Integrated SMTP services to enable secure OTP-based
email verification. Ensured all components worked together smoothly to support application functionality.
B. System Workflow Execution
The system supports user registration with an admin approval process to ensure authorized access. It provides secure
login functionality using OTP-based authentication for enhanced security. Patients can upload their medical records in text
format for further review. Hospitals access these records using a unique secret key to maintain data privacy.
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Based on the patient’s condition, hospitals assign doctors for detailed analysis. Doctors then examine the records and

provide appropriate prescriptions. Finally, patients can view their prescriptions through a personalized dashboard for easy
access and tracking.

V1. RESULTS AND DISCUSSION
This section features screenshots that provide visual documentation of the system development, functionality and user

interface evidence. The shapshots provide a clear representation of how the application works in real-time, and illustrates
main functionality during release.
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View Status

Fig: Upload files
This module allows patients to upload their medical documents in text file format. The uploaded files are securely stored
in the system and can be accessed later by the hospital for review
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Fig: Patient Request page
Once a doctor is assigned, they can access the patient’s medical records uploaded in the system. Based on the data, the
doctor analyzes the condition and prescribes appropriate medications.

INIRAE: ©2014-26, AM Publications, India - All Rights Reserved https://doi.org/10.26562/ijirae Page-776




&L“ 2,

EEY NIRAE::International Journal of Innovative Research in Advanced Engineering ISSN:2349-2163
ey Volume 13, Issue 04, April https://www.ijirae.com/archives
EEERRARE https:/doi.org/10.26562/ijirae.2026.v1304.07

Lhpdrothen s

Arrdoaiipir, Losorton, Aspicin, Hoolthy el ond seoncsse

Fig : view medication page
Patients can view the medications prescribed by the doctor on their dashboard. This ensures they have easy access to
treatment details and follow the prescribed care plan

VIlI. CONCLUSION
In conclusion, the proposed Block chain-enabled IoMT healthcare system successfully establishes a secure, transparent,
and decentralized platform for managing sensitive medical data among patients, doctors, and hospitals. By integrating AES
encryption for data confidentiality and SHA-256 hashing for integrity verification, the system ensures that patient records
remain protected from unauthorized access and tampering. The use of Block chain technology provides immutability and
traceability, making every medical transaction verifiable and trustworthy. Through the Admin-controlled approval
mechanism, only authenticated users gain access, enhancing overall data governance. The Hospital module streamlines
patient—doctor interactions, while the Doctor module allows secure viewing and updating of medical details using secret
keys. The Patient module empowers individuals to control their medical data and securely share it with healthcare
professionals. With edge computing integration, the system achieves low latency processing and real-time data handling
from IoMT devices.
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