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Abstract: Cyberbullying has become a serious issue in today’s digital world, affecting both individuals and society.
Detecting it on social media is important, but traditional machine learning methods often struggle with complexity and
understanding subtle language patterns. This paper proposes an improved approach using Natural Language Processing
(NLP) and Long Short-Term Memory (LSTM) networks to enhance detection accuracy. The system first cleans the text
using steps like tokenization, stopword removal, stemming, and lemmatization, then extracts meaningful patterns and
sentiment through embedding techniques. The processed data is fed into an LSTM model, which effectively understands
context and sequence in language. To address imbalanced data, resampling techniques are applied, making the model
more reliable and accurate in detecting cyberbullying.
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I. INTRODUCTION

In today’s digital world, social media and online platforms have made communication faster and easier, but they have also
increased issues like cyberbullying. Cyberbullying involves using digital platforms to harm, threaten, or insult others, often
leading to serious emotional and psychological effects. The anonymity of the internet makes it difficult to track and
control such behavior, making it a major concern globally. Traditional detection methods using basic machine learning
often struggle to understand the context and hidden meaning in online text. To overcome this, this study uses Natural
Language Processing (NLP) along with LSTM models, which are effective in understanding sequences and context in
language. The system preprocesses text using steps like tokenization, stop word removal, stemming, and lemmatization,
and uses embeddings to capture meaning and sentiment. It also applies resampling techniques to handle imbalanced data,
improving the model’s accuracy and reliability in detecting cyberbullying and helping create a safer online environment.

Il. LITERATURE SURVEY
Lalita Bisht, Kamika Chaudhary (2025) - This paper focuses on detecting cyberbullying using sentiment analysis and various
machine learning algorithms. It highlights the growing risk of cybercrimes, especially among children, and the need for
proactive detection systems[1]. The study evaluates supervised, unsupervised, and ensemble models on social media data.
Among them, Random Forest achieved the highest accuracy of 87.74%, followed by SVM and KNN. However, the paper
also points out challenges such as handling sarcasm, context, and evolving online language.
Ravinder Kumar, Dimpal Sharma, Ajay Kumar, Naveen Hemrajani, Ramesh Chandra Poonia (2025)-This paper proposes
an efficient cyberbullying detection model using DistilBERT combined with sentiment analysis[2]. The approach improves
understanding of both context and emotional tone in online text, making it more effective than traditional methods like
TF-IDF and Bag of Words. DistilBERT provides a balance between speed and performance, achieving high accuracy of
93.7% and outperforming several deep learning models.
Chinni Roshini Durga, Sandeep Vemuri, Veeranki Kavya Lahari (2024) This paper presents a system for detecting negative
comments on social media using NLP and the Random Forest algorithm[3]. The model classifies text into hate speech,
offensive, or normal categories and also includes sentiment analysis to convert negative comments into positive ones.
Additionally, it tracks user behavior and restricts users who repeatedly post harmful content, promoting healthier online
communication. The system is designed to handle large volumes of data efficiently, making it suitable for real-time
applications. It also considers contextual meaning to improve classification accuracy and reduce false detection.
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By combining machine learning with sentiment analysis, the model enhances its ability to understand user intent. Overall,
this approach supports the creation of a safer and more respectful digital environment. R Elankavi, B. Geethavani, S.C.
Meghana, Vemula Rekha, J. Sai Priya, Kommaddi Mohamad Lookmaan (2024) This paper introduces that the internet
connects billions of users, enabling fast communication and knowledge sharing, but it has also increased online abuse,
harassment, and cyberbullying[4]. These behaviors can lead to serious mental health issues, especially among young
people, making cyberbullying a critical concern. To address this, the CBSA (Cyberbullying with Sentiment Analysis) model
combines Natural Language Processing (NLP) with sentiment analysis to understand both message content and emotional
intent. This approach goes beyond simple keyword detection to identify harmful communication more effectively.
1. EXISTING SYSTEM

Existing cyberbullying detection systems mainly use traditional machine learning models like SVM, Naive Bayes, and
Random Forest, which rely on manually created features such as n-grams and word frequencies[5,6,7]. Although these
methods provide decent accuracy, they often fail to understand deeper meaning, context, and complex language patterns
like sarcasm or slang. They also face issues with imbalanced data and noisy inputs, which affect performance. Additionally,
these models cannot effectively capture the sequential nature of language, making them less suitable for advanced
detection. Therefore, more intelligent and adaptive approaches are needed for better results.
Existing System Disadvantages
e High Computational Overhead
e Limited Sequential Context Understanding
e Dependence on Manual Feature Engineering
Proposed System
The proposed system uses a deep learning approach that combines NLP techniques with an LSTM model to improve
cyberbullying detection [8,9]. It first preprocesses the text using steps like tokenization, stopword removal, stemming, and
lemmatization to clean the data. The text is then converted into word embeddings to capture meaning and context. LSTM
helps in understanding the sequence and flow of language, making it effective for detecting harmful patterns in
conversations. The system also handles imbalanced data using resampling techniques. Overall, it provides more accurate
and context-aware detection compared to traditional methods [10,11].
Proposed System Advantages:

e Effective Sequential Data Processing with LSTM

e Improved Contextual Understanding via NLP Techniques

e Automated Feature Extraction

e Enhanced Accuracy in Cyberbullying Detection

IV. SYSTEM ARCHITECTURE
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Fig 1: System Architecture

The system architecture for Sentiment Analysis of Cyberbullying Detection using NLP and LSTM consists of several key
components that work together to identify and classify abusive text [12,13,14]. The architecture begins with data
collection from social media platforms, followed by preprocessing using NLP techniques such as tokenization, stop-word
removal, and lemmatization. The cleaned text is then converted into numerical vectors using word embeddings like
Word2Vec or GloVe. These vectors are passed to an LSTM-based deep learning model, which analyzes the sequential
patterns and sentiment of the text to detect cyberbullying[15]. The output is classified as bullying or non-bullying, and
flagged posts are stored in a database for review. The system can be deployed as a web or API-based application, allowing
real-time monitoring and moderator feedback for continuous model improvement [16].

Modules Name:

Data Collection Module

Dataset Module

Data Preparation Module

Model Selection Module

Analyze and Prediction Module

Accuracy on test set Module

Saving the Trained Module
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1.Data Collection Module: In this module, social media text data such as comments, posts, and messages are collected
from various online platforms and publicly available datasets[17]. The collected data includes both bullying and non-
bullying samples to ensure balanced representation. The focus is on gathering real-world data containing diverse linguistic
expressions, slang, and emojis commonly used in online communication. Data is sourced ethically and anonymized to
protect user privacy. This forms the foundation for effective model training and evaluation.
2.Dataset Module: The dataset consists of labeled text samples categorized into different classes such as hate speech,
harassment, threats, and neutral content. It includes multiple features like message content, sentiment polarity, and
contextual cues. The dataset is pre-split into training, validation, and testing subsets to facilitate model evaluation. Proper
labeling ensures that the model learns distinct language patterns associated with cyberbullying. The dataset’s quality and
diversity directly influence the accuracy and generalization of the detection model.
3.Data Preparation Module: This module focuses on cleaning and preprocessing the collected text to remove
unwanted noise such as URLs, special characters, and punctuation. Techniques like tokenization, stopword removal,
stemming, and lemmatization are applied to standardize the textual data. Word embeddings such as Word2Vec or GloVe
are used to convert words into meaningful numerical vectors. The goal is to preserve semantic information while
reducing data complexity. This ensures that the model receives high-quality, structured input for effective learning.
4.Model Selection Module: The Long Short-Term Memory (LSTM) model is chosen for this project due to its ability
to capture sequential and contextual relationships in text. LSTM effectively handles long-term dependencies, making it
suitable for understanding the emotional tone and structure of cyberbullying language[18]. The model architecture
includes input, hidden, and output layers optimized for text classification. Parameters such as learning rate, batch size, and
dropout are fine-tuned to achieve optimal results.
5. Analyze and Prediction Module: In this stage, the preprocessed data is fed into the trained LSTM model to analyze
textual patterns and predict whether a given message contains cyberbullying content. The model evaluates the emotional
sentiment, context, and intensity of words to make predictions. Real time text inputs can also be processed for instant
detection. The system’s output provides a binary or multi-class label indicating the likelihood of cyberbullying.
Visualization tools can be integrated to interpret prediction results and understand model decisions.
6. Accuracy on Test Set Module: After training, the model’s performance is tested using unseen data to measure its
accuracy, precision, recall, and F1-score. This module ensures that the system generalizes well and performs consistently
across different types of input text. Confusion matrices and performance metrics are analysed to assess model strengths
and weaknesses. High accuracy on the test set indicates that the model can effectively distinguish between bullying and
non-bullying content. The results validate the robustness and reliability of the system.
7. Saving the Trained Module: Once the LSTM model achieves satisfactory performance, it is saved for future use
without retraining. The trained model is serialized using formats like .h5 or .pkl for easy deployment. This allows
integration into real-time applications, chat moderation tools, or web-based platforms. Saving the model ensures
scalability and enables further fine-tuning or retraining when new data becomes available. It also supports efficient reuse
for continuous improvement in cyberbullying detection accuracy.

V.IMPLEMENTATION
This project is a web-based application designed to detect cyberbullying using sentiment analysis with NLP and an LSTM
model. When the application runs, it loads a pre-trained LSTM model along with a tokenizer to process user input
effectively. When a user enters text, the system first cleans it by removing links, special characters, and common
stopwords to keep only meaningful content. The cleaned text is then converted into numerical form using the tokenizer,
where each word is assigned a unique number. To ensure consistency, the input is adjusted to a fixed length before being
passed to the model. The LSTM model then analyzes the sequence of words to understand context and sentiment, rather
than just identifying offensive keywords. This helps in detecting both direct and subtle forms of cyberbullying. Based on
learned patterns, the model predicts whether the text contains cyberbullying and also identifies its type, such as gender-
based, religion-based, age-based, or ethnicity-based. The final result is simplified into an easy-to-understand label. This
output is then displayed clearly on the web interface for the user.
Existing Algorithm
The existing approach for cyberbullying detection mainly uses traditional machine learning algorithms such as SVM, Naive
Bayes, and Random Forest. These models rely on basic NLP techniques like tokenization and feature extraction methods
such as n-grams and word frequency. After preprocessing, the extracted features are used to train classifiers that predict
whether a text is abusive or not. However, these methods focus more on individual words rather than overall context.
They often fail to understand complex language patterns like sarcasm or hidden meanings. As a result, their performance
is limited in handling real-world social media data.
Proposed Algorithm
NLP and LSTM:
The proposed algorithm uses a deep learning approach that combines NLP techniques with an LSTM model to detect
cyberbullying in text. The input text is first preprocessed by removing unwanted elements, converting it to lowercase, and
eliminating stopwords to retain meaningful content. It is then converted into numerical form using a tokenizer, followed
by padding to maintain a fixed input length. The processed data is passed into the LSTM model, which analyzes the
sequence and context of words to understand the intent. Based on learned patterns, the model predicts whether the text
is cyberbullying and identifies its category. The final output is displayed as a simple and understandable label for the user.
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VI. EXPERIMENTAL RESULTS
Sentiment Analysis for Cyberbullying Detection Using NLP and
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Fig 2: Registration / Login Page
The Registration / Login page shows a clean and simple login page for a cyberbullying detection system based on
sentiment analysis. It includes options for user registration and login, making it easy for both new and existing users to
access the system. Emoji faces are used to represent different sentiments, giving a quick understanding of the project’s
purpose. Overall, the interface is user-friendly and designed for easy navigation and accessibility.

Fig 3: Registration Page
The Registration Page shows the sign-up page of a cyberbullying detection system based on sentiment analysis. It provides
a simple form for users to enter a username, password, and confirm password to create an account. The background
with messages and emoijis reflects the cyberbullying theme and purpose of the project. Overall, the page is user-friendly,
secure, and designed for easy registration and access.
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Fig 4: Login Page
The Login Page shows the login page displayed after successful user registration in the cyberbullying detection system. It
allows users to enter their username and password to securely access the platform. The background highlights different
forms of cyberbullying, reflecting the purpose of the project. Overall, the page is simple, user-friendly, and ensures safe
and easy access to the system.
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Predict Cyberbullying

Enter a review to predict its Cyberbullying

Best pick up line? Hi, you're cute... ?: I love how people ca
James Potter is a bully. - mypatronusisyou:
hittp: //tumblr_com/xol3x114zy

Analyze Review

Fig 5: How It Works Page
The How It Works Page shows the main prediction page of the cyberbullying detection system after user login. It
provides a simple text box where users can enter or paste content to check for cyberbullying. By clicking the “Analyze

Review” button, the system processes the text and gives a prediction. Overall, the page is user-friendly and serves as the
core feature for real-time analysis.

Detected Result

Tweet: Best pick up line? Hi, you're cute... 7: | love how people call James Potter is a bully. - mypatronusisyou:
http./ftumbir.com/xol3x|14zy

Gender Cyberbullying

Classify Another Tweet Performance Analysis

-“Q‘. =

Fig 6: Detection Page
The Detection Page shows the result page displayed after analyzing the input text in the cyberbullying detection system. It
presents the entered text along with the detected result, indicating whether it is cyberbullying, such as gender-based

bullying in this case. The outcome is clearly highlighted for easy understanding. Overall, the page is simple and focuses on
delivering the final prediction effectively.

Sentiment Analysis for Cyberbullying Detection Using NLP and LSTM

Fig 7: Performance Page
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The image shows the performance analysis page of the cyberbullying detection system. It displays a pie chart representing
different categories like gender, religion, age, and non-cyberbullying data. This visual makes it easy to understand the
distribution and model performance. Overall, the page provides a clear and simple way to analyze the effectiveness of the
system.

VII. CONCLUSION

In Conclusion, the proposed cyberbullying detection system combines NLP techniques with an LSTM model to identify

harmful online content more effectively. It uses preprocessing steps like tokenization, stemming, lemmatization, and

stopword removal to clean and prepare the data. Word embeddings are used to capture semantic meaning and context,
while the LSTM model understands the sequence and emotional tone of text. This helps in detecting both direct and
indirect forms of cyberbullying. The model achieves better accuracy compared to traditional machine learning approaches.

It also handles class imbalance using resampling techniques, improving fairness and reliability. Additionally, the system can

be integrated into social media platforms for real-time monitoring and moderation. Overall, it contributes to creating a

safer and more positive online environment. The framework can also be extended to handle multiple languages and

different types of online platforms. With further improvements, the system’s performance and scalability can be enhanced
for wider real-world applications.
VIIl. FUTURE ENHANCEMENT

In the future, the system can be enhanced to support multiple languages, cross-platform analysis, and real-time integration

with social media applications. Advanced models like BERT and multimedia detection (text, audio, image) can improve

accuracy and coverage. Features such as explainable Al, user behaviour analysis, and adaptive learning can further increase
transparency, fairness, and overall effectiveness.
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