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Abstract— The advancement and proliferations in Information and Communication Technology (ICTs) has led to
migration of learning beyond the traditional classroom Face-to- Face (F2F) to different types of learning such as
Distance Flexible Learning (DFL), Electronic Learning (eLearning) and to everywhere and anytime known as
Mobile Learning (M-Learning). This paper presents an attempt to exploit mobile technologies to simplify the exam
management and performance assessment activities of a learning process. The work focuses on key aspects of
mobile device and platform oriented design, light-weight and efficient implementation, interface usability issues
related to fast and convenient question navigation, and performance assessment. A prototype system,
implemented on Google Android OS, is also illustrated.
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I. INTRODUCTION
In early days, assessment of student performance was carried out through paper based examination system. Such
systems were resources as well as time consuming. Also it had some inherent risks of question paper leakage,
wrong or biased assessment. After paper based examinations, computer based exam called e-exams were
introduced. During the last few years, a lot of studies introduced the exploitation of Information and
Communication Technologies for educational purposes, i.e. to enhance the teaching and learning activities [1, 2].
The so-called e-exam systems simplify the assessment process by computer aided control and automated marking.
The term assessment is used to point on to all activities undertaken by teachers to help their students in assessing
themselves, and to measure their success rate in the learning progress. In this paper, we have introduced a novel
approach to conduct examinations using mobile smartphones. Section 1I discusses related work, Section III
explains detailed system design, Section IV shows testing results and Section V discusses futures perspectives of
the system and concludes the work.

II. RELATED WORK

With the development of mobile device capability and wireless network infrastructure, mobile devices are widely
used in diverse areas such as business, healthcare, and education [7].
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The rapid development of mobile technology and its widespread application in diverse areas have motivated
much research work regarding the utilization of mobile technologies to facilitate the examination process. There
is a series of research publications on e-exam systems. Yuan et al. presented a web-based examination system
which carried out the examination and auto-grading for computer science education [3]. Huang et al. adopted the
S2SH and MVC web system development pattern to complete the essential function of online exam system, and the
system increased the reusability of code and strengthened the flexibility and maintainability of the system [4].
Pang et al. proposed an online training and exam web service system architecture with high security, easy
operation, powerful integration, easy maintenance and management [5]. Most computer based evaluation
mechanisms are based on web-based testing and employ the client-server paradigm [6]. But, in these systems
security issues like student authentication, impersonation etc., has not considered. In order to insure quality
knowledge transmission, assessment process, such as conducting experiments, realizing mini-projects, quizzes,
exams...etc., is needed for students and teachers. For students, it helps them to know if they achieve what
expected. For teachers, it helps them to adjust their lectures and methodology to a better quality approach. Other
types of the e-assessment systems that are recognized at universities and based on the campus wireless have been
developed. These systems help the students to use their Mobile Phones as learning media to access the
information more easily at any area of the campus and at any time.

III. SYSTEM DESIGN AND ARCHITECTURE
MLESEMS is mobile based exam management system that enables its stake holders to conduct/attend exam using
their mobile phones. This exam management system avoids use of papers, reduces the no. of required resources,
man power, improves the assessment time and quality. As shown in figure 1, MLESEMS consists of three modules:
1. Exam Server 2. Exam Client App 3. Teacher App.
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Fig. 1: System Architecture
A. Exam Server
Exam server is core vital component of MLESEMS. It provides services which are needed to create exam, prepare
question bank, store answer key, randomize questions, user authentication etc. We have implemented this server
in PHP. Exam server provides following services.

= ]t stores credentials of both teacher as well as student and authenticate the same.
= [t stores students list, exams, exam questions, exam data attended by students etc.
= [t provides functionalities to add/delete exams, add/delete exam questions, auto evaluation of questions etc.
= [t creates exam instances by random distribution of exam questions to the enrolled students’ mobile/tablet
devices. This means it ensures that questions are not going to reach students in the same order. Moreover,
the multi-choices of each question, in case of MCQ’s will be flipped randomly and delivered differently to
each student, which guarantees that each student gets different questions order and makes cheating by
“hand-signals” impossible.
B. Exam Client App
In order to attend exam, student has to first register with exam server using Exam Client App (ECA). After
registration student need to get approved by the concerned teacher.
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Student can be able to access exam server if and only if he/she had got approved by the teacher. Figure 2, shows
the services available for student through Exam Client App.

Student

Fig. 2: Service available for students

Exam Client Application (ECA) enables students can perform following activities:

= Registration or sign up to the server

= Getaccess to the exam server to attend the exam

= Authenticate itself by exam server

= Gives answers of questions

= Submits answers to the exam server

= Views the result of exam
C. Teacher App
In order to conduct exam, teacher has to first register with exam server using Teacher App (ECA). After
registration teacher can be able to access exam server. Figure 3, shows the services available for teacher through
Teacher App.

Add /Delete
Questions

Add/Delete
Exam
Evaluates
students

Fig. 3: Service available for teachers

Teacher

Teacher App enables teachers can perform following activities:

= Registration or sign up to the server

= Prepare exam setup i.e. name, subject, marks and duration of exam.

Add (subjective/objective) questions. In case of objective type of questions, teacher has to specify question,
its options and answer key and maximum marks for that question.

= In case of subjective type of questions teacher has to specify question and its maximum marks.

It enables the teacher to evaluate students’ responses. MCQs will be auto evaluated whereas subjective type
questions will be evaluated by teacher.
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D. Exam Process Flow

MLESEMS is exam management system for M-Learning environment. It is based on client-server architecture. It
consists of three parts: server, student app(ECA), teacher app. Exam process starts at registration. There are
various phases in the process flow. Figure 4, describes the exam process flow:

Step 1 :  Student shall sign-up or register with exam server by providing required details.

Step 2 :  Teacher will verify the students’ data and if it is genuine approve then he/she will approve the
student. After approval, students will be able access/ attend the exam.

Step 3 :  When a particular teacher wants to conduct an exam, he/she will add that particular exam , add

questions to that exam and store it on the exam server. Also he/she will store the answer key if
MCQs on server.

Step 4 : Using Exam Client Application installed on students mobile device, every student logs-in to the
system through Wi-Fi by proving correct credentials.

Step 5 :  After providing the correct credentials, ECA will display list of exams. Now, student selects the
exam to attend.

Step 6 : Exam system ask student to authenticate himself/herself by using his/her fingerprint. If
authentication succeeds, then only student can attend exam.

Step 7 :  During examination if student tries to go to back screen, the system will show proper message to

student. In spite this. If student minimizes the exam application (minimizing application raises
highest possibility of cheating from internet), his/her exam will be terminated.

Step 8 : Assoon as exam is started, down time counter will be started. During examination, if time is over
then exam will be automatically finished and responses will be saved on server automatically.

Step 9 : After examination is over, evaluation process is carried out. Teacher evaluates student’s
subjective questions responses. MCQs will be evaluated by system.

Step10 : Then student can view their score through their login. If student tries to view the score before
evaluation process, the exam system will show an error message.
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Fig. 4: Exam Process Flow
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E. System Screenshots:

MLESEMS has attractive and user friendly interface. Using this interface student can sign up, login, authenticate,
attend exam view marks etc. Teacher can sign up, login, add/delete exams and questions, approve/reject students,
evaluate students etc. Following section depicts the user interface of both student app and teacher app.

Exam Client App (Student App) Screenshots
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IV. TESTING RESULT AND ANALYSIS

This exam management system is implemented and tested on Samsung |7 prime. Its result is very satisfactory.
Exam server was hosted locally. We have implemented fingerprint authentication to avoid issue of impersonation.
Since Google has released Fingerprint AP1 with Android version 6.0, our system works on devices with android
version 6 or later. That why for testing of this system we could find 10 smartphone users/students.
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A. Testing Environment

In order to analyse effectiveness and usefulness of MLESEMS, 10 students were participated in the exam process.
Out of 10 no one find any difficulty in attending exam. No one succeed to avoid authentication process. After
examination survey was taken by the students with five questions. The questions were answered using 4 —-points
(i.e. 4 for Strongly agree, 3 for Agree, 2 for Can’t say, 1 for Not agree).

Que. No. Question Text

01. Instead of paper based tradition exam system, I'll prefer paperless MLESEMS.

02. I feel comfortable and easy to use MLESEMS

03. My answers will be evaluated more precisely than the human evaluation

04. GUI of MLESEMS is so user friendly that I am feeling confident to use it.

05. MLESEMS avoids the cheating activities more efficiently than paper based exam system, hence

there no injustice with genuine students

Table 1: Questionnaire used for survey
B. Results
Usefulness and effectiveness of MLESEMS is measured using two-factor ANOVA for repeated measurement. The ANOVA test
will show if there is a significant difference between perceptions of students. The means and standard deviations of the
answers had been summarizes in figure 5. The results show that students strongly liked and preferred our mobile-based exam
(i.e. means of the items which related to web-based test are above 3.00).

Student's Perception about MILESEMS

Values
E Mean

H Std. Deviation

Questions

Fig. 5: Student’s Perception about usefulness and effectiveness of MLESEMS

V. CONCLUSION
The verification and validation studies conducted reveal that the presented mLearning enabled secure exam
management system is a fast, user friendly, and simple and useful application on modern mobile devices. It saves
time and resources, eliminates use of papers, and secures exam process by avoiding impersonation. The proposed
system is developed, verified and validated at small group of undergraduate students. It proved efficient and can
be used for conduction of exam on mobile devices.
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