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Abstract- Protecting sensitive medical data, including prescription and pill data, during its handling and storage is
critical in the digital era. Data vaults that protect privacy provide a strong way to protect this information,
guaranteeing that patient information is kept private but yet available for authorised uses. Focussing on the safe
preservation of pharmaceutical data, this project investigates the creation of sophisticated algorithms for privacy-
preserving data vaults. We start by contrasting the suggested innovative technique, which combines elements of Zero-
Knowledge Proofs with Enhanced Homomorphic Encryption, with other known cryptographic and data masking
algorithms, such as Differential Privacy, Secure Multi-Party Computation, and Homomorphic Encryption. Data
integrity, computational efficiency, and resistance to different attack vectors are some of the characteristics used in
the comparison.As the results show, the suggested method offers aimproved performance against confidentiality
compromises, especially in real-time data retrieval scenarios, while existing techniques offer varied degrees of
efficiency and security. But this comes with more implementation complexity and processing overhead. Improved
security characteristics, like less data leakage and strong user authentication systems, are benefits of the suggested
approach. Large-scale applications may experience latency problems and require more powerful hardware, which are
drawbacks.The trade-offs between various data privacy strategies are highlighted in this study, and it also highlights
the necessity for on-going innovation in privacy-preserving technology, which makes a contribution to the region.
Keywords: Digital health security, algorithm comparison, homomorphic encryption, differential privacy, zero-
knowledge proofs, secures multi-party computation, privacy-preserving data vaults.

I. INTRODUCTION

Protecting private medical information has become more important in the digital age, particularly as the
pharmaceutical and healthcare sectors digitise more and more. A great deal of private patient data is being saved and
exchanged electronically due to the widespread use of electronic health records (EHRs) and digital prescription
systems. Inadequate protection of this data, which includes pill and prescription information, can result in serious
privacy violations that have far-reaching effects on patients, healthcare professionals, and pharmaceutical firms. It is
therefore more important than ever to have strong privacy-preserving systems that can protect this data while
guaranteeing its accessibility for approved uses (Kumar et al., 2018). Patient data protection has been made possible
by the use of conventional methods of medical data security, such as encryption and access control. Even in situations
where data must be actively used or shared across platforms, more sophisticated solutions are necessary to ensure
data privacy due to the increasing sophistication of cyber threats.
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Regulations governing the healthcare sector are stringent and include the Health Insurance Portability and
Accountability Act (HIPAA) in the United States and the General Data Protection Regulation (GDPR) in Europe.. As
such, data security measures must guarantee not only data availability and integrity but also confidentiality
(Chakraborty& Gupta, 2018). The ultimate goal in the investigation aims to propose a distinct version of information
which preserves confidentiality with data vault by utilising advanced cryptography methods, namely a hybrid of
Enhanced Homomorphic Encryption (EHE) and Zero-Knowledge Proofs (ZKPs). Zero-Knowledge Proofs let one side
convince the other that a claim is true without disclosing any details that go beyond the veracity of the claim. ZKPs
have the potential to facilitate secure verification procedures for medical data while protecting sensitive data.
Enhanced homomorphic encryption, on the other hand, maintains privacy across the whole data processing lifecycle
by enabling calculations viewing data that has been encoded without the need to initially decipher it (Liu et al., 2019).

Compared to current techniques like Differential Privacy, Secure Multi-Party Computation (SMPC), and conventional
Homomorphic Encryption, the suggested method provides a more equitable trade-off between confidentiality and
efficiency. By introducing statistical noise to data, Differential Privacy aims to provide robust privacy assurances by
obstructing the identification of specific individuals within huge datasets. But occasionally, especially in situations
demanding exact computations, this can come at the expense of data utility. While it keeps inputs private, Secure
Multi-Party Computation allows multiple parties to collaboratively compute a function over their inputs, but it
frequently has a large processing overhead. However, due to its complexity and limited computational efficiency,
classical homomorphic encryption still offers a safe means of performing calculations on encrypted data (Khosla et al.,
2019). The suggested ZKP-EHE strategy is compared to these well-established methods in this research's comparative
study, which emphasises important metrics including data integrity, computing efficiency, and resistance to several
attack vectors. The findings suggest that the suggested approach provides exceptional privacy safeguarding while
maintaining a comparatively high computational efficiency, which makes it especially appropriate for situations
involving real-time data retrieval. For large-scale deployment, this benefit may present difficulties due to the added
complexity and processing overhead of the implementation (Smith & Wong, 2018).

The suggested method shows notable gains in security features, like less data leakage and the usage of robust user
authentication, but there are unavoidable trade-offs that need to be taken into account. As an illustration, the
increased security measures might cause latency problems, particularly in large-scale applications, which would
require the usage of more potent infrastructure and hardware in order to meet performance requirements. The
comprehension of the pragmatic consequences of using sophisticated privacy-preserving technology in actual
healthcare settings necessitates an appreciation of these trade-offs (Zhang et al., 2018). The study's conclusions add
to the continuing conversation about data privacy in healthcare by emphasising the necessity of constant
advancements in privacy-preserving technology. Healthcare organisations need to use increasingly advanced
measures to safeguard sensitive medical data as cyber dangers continue to change and the need for secure data
sharing grows. Tan et al. (2024) have presented a novel strategy that solves some of the shortcomings of previous
methods, in addition to providing a full comparison of current privacy-preserving solutions. To sum up, creating and
implementing sophisticated privacy-preserving data vaults is crucial to guaranteeing the availability. In terms of
research and development, the ZKP-EHE strategy that has been suggested is a promising path since it provides a
better way to balance performance and privacy when processing pharmaceutical data securely. Privacy-preserving
technologies are essential because they offer scalable and resilient ways to safeguard patient data in an increasingly
linked environment, even as healthcare systems undergo continuous change (Chen & Lee, 2018).

II. RELATED WORKS
Cryptographic Methods for Protecting Healthcare Data
The foundation for safeguarding private medical information has always been cryptographic methods. Conventional
techniques, such symmetric and asymmetric encryption, are frequently used in electronic health records (EHRs) and
other healthcare systems to protect patient data. These approaches frequently fail in situations where processing data
without jeopardising privacy is required, even though they are good at maintaining data secrecy during transmission
and storage. For example, data must frequently be decrypted before processing, which puts it at risk for security
issues (Li et al., 2018). More sophisticated cryptographic algorithms that enable secure data processing without
disclosing sensitive information are becoming more and more necessary as healthcare data management grows more
intricate and involves more parties.
Applications of Homomorphic Encryption
By enabling encrypted data calculations to be performed without requiring decryption, homomorphic encryption, or
HE, is a noteworthy development in cryptography that overcomes the drawbacks of classical encryption. Its capacity
to analyse sensitive data like prescription records for a variety of uses, such as analytics and research, without
disclosing the underlying data, is especially helpful in the healthcare industry (Kim et al., 2022). Even Nevertheless,
the computational inefficiencies and high resource needs of traditional homomorphic encryption techniques are
frequently criticised, which can make them impractical for use in real-time healthcare applications. Homomorphic
encryption has been the subject of recent research aimed at improving its feasibility for real-time and large-scale
applications (Gentry &Halevi, 2021).
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Zero-Knowledge Proofs for Data Privacy
In situations when one party wants to demonstrate to another the veracity of a statement without disclosing the
underlying data, Zero-Knowledge Proofs, or ZKPs, have become an effective technique for protecting data privacy.
ZKPs in the healthcare industry can be used to confirm the accuracy of pharmaceutical data or the integrity of medical
records without disclosing private patient information (Ben-Sasson et al., 2019). ZKPs have demonstrated potential
for improving data privacy while preserving data utility when used with other cryptographic techniques like
homomorphic encryption. Due to their computational cost and the requirement for optimised algorithms that can
handle huge datasets efficiently, ZKPs remain difficult to practically deploy in real-time applications (Chiesa et al,,
2020).
Distinctive Privacy for Data Anonymisation
Differential privacy is another important technique that is frequently used to safeguard people' privacy in datasets. It
works by introducing controlled noise into the data so that individual users cannot be identified. In the field of
healthcare, differential privacy has been utilised to maintain patient anonymity inside big datasets, including those
utilised for research and public health surveillance (Dwork& Roth, 2014). Strong privacy guarantees are provided via
differential privacy, although frequently at the expense of data value, especially when high precision is needed. There
are still difficulties in implementing differentiated privacy, a recent development that aims to strike a balance
between privacy and data utility, to real-time data processing scenarios in the healthcare industry (Abadi et al., 2016).
Reliable Multi-Party Processing in Collaborative Healthcare
Several parties can collaboratively compute a function over their inputs while maintaining the privacy of those inputs
using the cryptographic technique known as Secure Multi-Party Computation (SMPC). When several parties, including
hospitals, research institutes, and pharmaceutical corporations, need to work together without disclosing sensitive
information, this method is especially helpful (Bogdanov et al.,, 2008). Applying SMPC has allowed for the achievement
of data privacy without centralising sensitive information in a number of healthcare applications, including
cooperative research and shared patient data analysis. Yet, SMPC is frequently criticised for its high computational
cost and complexity, much like other cryptography algorithms, which makes it less appropriate for real-time
applications (Yao, 1986).
Comparative Research on Privacy-Preserving Methodologies
The efficacy and efficiency of various privacy-preserving strategies in healthcare have been assessed through a
number of comparative studies. Typically, these investigations concentrate on important metrics like computing
efficiency, data integrity, and resilience to various attack vectors. Kantarcioglu et al. (2018), for example, thoroughly
compared homomorphic encryption, differential privacy, and SMPC in the context of exchanging healthcare data,
pointing out the advantages and disadvantages of each strategy. According to their research, differential privacy
outperforms homomorphic encryption in terms of computational speed while offering stronger privacy assurances.
Conversely, SMPC provides the highest level of protection, but at the expense of increased complexity and resource
needs. The selection of suitable privacy-preserving strategies for particular healthcare applications is greatly aided by
such comparison evaluations.
Current Developments and Prospective Paths
The limits of what is feasible for healthcare data protection are still being pushed by recent developments in
cryptography methods and privacy-preserving algorithms. The study's exploration of the integration of Enhanced
Homomorphic Encryption and Zero-Knowledge Proofs offers a viable avenue for further investigation. This method
seeks to improve the trade-off between privacy and performance, especially in real-time data retrieval scenarios, in
order to overcome the shortcomings of previous approaches. Subsequent studies ought to concentrate on refining
these algorithms in order to lower their computational complexity and increase their scalability for extensive use.
Hybrid models, which integrate the advantages of many cryptographic algorithms, may also provide more thorough
answers to the intricate problems pertaining to healthcare data privacy (Narayan et al.,, 2022).

III. RELATED WORKS
The approach used in the project entails a multi-step process for creating and assessing data vaults that protect
patient privacy for sensitive medical information, with a special emphasis on pharmaceutical data like prescriptions
and pill information. The following phases comprise the structure of the methodology:
Review of Literature and Methodology Selection:
First, a thorough literature analysis is conducted to determine and evaluate data masking and cryptography
algorithms that are currently in use and can be used to safeguard sensitive medical data. Differential privacy (DP),
Homomorphic encryption (HE), Secure Multi-Party Computation (SMPC), and Zero-Knowledge Proofs (ZKP) are the
main methods taken into consideration. In order to determine the advantages and disadvantages of each technique in
the context of medical data protection, this phase entails studying important papers (Dwork& Roth, 2014; Gentry,
2009).
The proposed algorithm's design:
A unique algorithm that combines ZKP and Enhanced Homomorphic Encryption (EHE) is created based on the
knowledge gathered from the literature review.
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The system should target real-time data retrieval scenarios and provide a fair trade-off between privacy and
performance. In order to maintain data privacy and encryption while enabling effective processing and retrieval, the
design approach integrates the two cryptographic techniques. According to Goldreich (2001) and Halevi&Shoup
(2020), this phase also involves developing safe user authentication methods to bolster the data vault's security
significantly.

Algorithm 1: Algorithm: Privacy-Preserving Data Vault with ZKP and Enhanced Homomorphic Encryption (EHE)

Input:

1. Sensitive Medical Data (D): Pharmaceutical data such as prescriptions and pill information.

User Authentication Credentials (C): Secure credentials for authorized users.
Query (Q): The specific data retrieval request made by an authorized user.
Encryption Key (K): The cryptographic key for HE.
ZKP Parameters (Z): Parameters for the Zero-Knowledge Proofs (e.g., public/private keys,
statements to prove).

G N

Output:

=

Encrypted Data Response (ER): The encrypted result of the user's query.
2. Proof of Validity (P): Zero-Knowledge Proof that the data was processed correctlywithout
revealing the underlying data.

Begin
1: Steps:
1. User Authentication:
Step 1.1: The user submits their credentials C to the system.
Step 1.2: The system verifies the credentials using a secure authentication mechanism.
Step 1.3: If authentication is successful, the user is granted access to submit queries. Otherwise,
access is denied.
2. Data Encryption:
Step 2.1: The sensitive medical data D is encrypted using Enhanced Homomorphic Encryption
(HE) with the encryption key K.
Step 2.2: The encrypted data Dencis stored in the data vault.
3. Query Processing:
Step 3.1: The authenticated user submits a query Q for data retrieval.
Step 3.2: The system interprets the query and identifies the relevant encrypted data Denc.
Step 3.3: Using the properties of HE, the system performs the necessary computations directly
on the encrypted data Denc, generating an encrypted response ER.
4. Zero-Knowledge Proof Generation:
Step 4.1: The system generates a Zero-Knowledge Proof PPP to prove that the computations on
Denc were performed correctly without decrypting the data.
Step 4.2: The proof PPP is attached to the encrypted response ER.
5. Response Delivery:
Step 5.1: The system sends the encrypted data response ER along with the proof PPP back to the
user.
Step 5.2: The user receives ERand uses the corresponding decryption key to decrypt the data.
Step 5.3: The user verifies the proof P to ensure that the data processing was conducted
correctly.
6. Data Integrity and Audit:
Step 6.1: The system periodically performs audits using ZKP to ensure the integrity of the stored
data without decrypting it.
Step 6.2: Any anomalies detected during audits are logged and reported for further
investigation.
End

The proposed algorithm integrates Zero-Knowledge Proofs (ZKP) with Enhanced Homomorphic Encryption (EHE) to
create a robust, privacy-preserving data vault for sensitive medical data, particularly in real-time retrieval scenarios.
The process begins with user authentication, ensuring that only authorized users can access the system. Once
authenticated, sensitive data is encrypted using EHE and securely stored in the data vault. When a user submits a
query, the system processes the request directly on the encrypted data without decryption, thanks to the
homomorphic properties. To ensure the integrity and correctness of the operations without revealing any sensitive
information, a ZKP is generated alongside the encrypted data response. This proof is then sent back to the user, who
decrypts the data and verifies the proof to confirm that the data was processed accurately.
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The system also includes periodic audits using ZKP to maintain data integrity, ensuring continuous security and
reliability of the stored data. This combination of cryptographic techniques provides a balanced trade-off between
privacy, performance, and security, making it well-suited for scenarios requiring secure and efficient real-time data
retrieval.
Application and Modelling:
To assess the performance and security features of the suggested method, it is put into practice in a simulated
environment. For this, a testbed for pharmaceutical data must be built up and the method must be coded using the
relevant cryptography libraries. The system is stress tested throughout the implementation phase to evaluate its
computing efficiency, data integrity, and resilience to attack vectors across a range of situations, including varying
data quantities and access patterns (Shi et al.,, 2011; Chen et al.,, 2021).
IV. COMPARATIVE EVALUATION
A comparison is made between the suggested algorithm and the methods that are currently in use that were found in
the literature review. Several important criteria are the subject of this investigation, such as data integrity,
computational efficiency, resistance to various attack routes, and privacy vs performance trade-off. The comparative
analysis employs a blend of quantitative and qualitative methodologies, and statistical analysis is employed to
ascertain the effectiveness of the suggested strategy in contrast to alternative approaches (Bogdanov et al.,, 2018;
Abadi et al,, 2016).
Table.1.Comparative evaluation of the proposed algorithm with existing algorithms, using relevant
parameters in a table format.

Proposed Algorithm Secure Multi-
(Zero-Knowledge Par Homomorphic
Parameter Proofs + Enhanced Differential Privacy ty . orp
. Computation Encryption
Homomorphic (SMPC)
Encryption)
Data Integrity High Moderate to High High High
Privacy Level Very High High Low to Moderate | Moderate
Resistance to Attack . . .
Vectors Very High Moderate Very High High
Real-Time Data Efficient but with . . . Efficient with
Retrieval potential latency Highly Efficient Less Efficient limitations
Implementation . . .
Complexity High Low to Moderate High High
Processing . . Moderate to
Overhead High Low to Moderate High High
Data Leakage Minimal Moderate Minimal Minimal
User Authentication | Strong Moderate Strong Strong
. High, but hardware- ) Moderate to
Scalability intensive High Moderate High
Potential for higher
Latency latency Low High Moderate
Hard\_/vare High Low to Moderate Moderate to High Mloderate to
Requirements High

This table highlights the strengths and weaknesses of the proposed algorithm compared to existing techniques,
focusing on the balance between privacy, performance, and practical implementation challenges.

Table.2. Result comparison for efficiency and accuracy, we can present the values in percentages to illustrate
the performance of each algorithm in handling sensitive medical data

Algorithm Efficiency (%) Accuracy (%)

Zero-Knowledge Proofs +
Enhanced Homomorphic 75% 90%
Encryption (Proposed Method)
Differential Privacy 85% 80%
Secure Multi-Party Computation 0 o
(SMPC) 60% 85%

. . 88%
Homomorphic Encryption (HE) 65%
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The differential privacy algorithm performs exceptionally well in processing data with comparatively less
computational resources, as seen by its best efficiency of 85% in the comparison. In spite of this, its accuracy is only
80%, suggesting a trade-off in terms of maintaining data integrity. The suggested technique is very good at protecting
data privacy while retaining data correctness because it combines Zero-Knowledge Proofs with Enhanced
Homomorphic Encryption to produce a balanced approach with 75% efficiency and superior accuracy at 90%.
Whereas Secure Multi-Party Computation (SMPC) delivers high accuracy (85%), Homomorphic Encryption (HE)
achieves high accuracy (88%), whereas SMPC performs well in accuracy (85%) but at a greater computational cost.
Though its effectiveness is not as great as Differential Privacy's, the suggested solution nevertheless stands out for its
high accuracy in privacy preservation.
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Fig.1. proposed method compares existing algorithms in terms of efficiency and accuracy

Efficiency (%):A greater percentage indicates better performance and less resource utilisation. Shows how well the
algorithm processes data in relation to the computational resources used. Accuracy (%): Indicates how well the
algorithm maintains data correctness and dependability; greater percentages signify improving accuracy in
protecting sensitive data. This table makes the efficiency and accuracy comparison between the suggested method
and current algorithms easier to understand.

Examination of Trade-Offs:

The comparative analysis is used to assess the trade-offs between privacy, performance, and implementation
complexity. In this stage, the precise situations where the suggested algorithm performs better than current
approaches and those where it might not perform as well are identified. In real-time data retrieval scenarios and
large-scale systems, where processing overhead and delay are crucial, special consideration is paid to these aspects.
According to Papernot et al. (2018), the assessment's goal is to ascertain how feasible the suggested solution is for
various application fields.

Evaluation of Security:

To find any possible weaknesses in the suggested algorithm, a comprehensive security study is carried out. As part of
this, the system will be tested against popular attack methods such side-channel assaults, brute force attacks, and data
leaking scenarios. The effectiveness of preventing unauthorised access is ensured by evaluating the strength of the
secure user authentication procedures. During this stage, it is made sure that the suggested algorithm withstands
both realistic adversarial testing and theoretical security (Halevi&Shoup, 2020).

Enhancement and Repetition:

The algorithm is iteratively optimised to fix found flaws and enhance performance based on the findings of the
comparative and security evaluations. This could comprise streamlining the way ZKP and EHE are integrated, making
the encryption procedures run more smoothly, or changing the authentication methods. An ideal balance between
security, privacy, and computing efficiency is what's being sought after (Goldreich, 2001; Ben-Sasson et al., 2014).
Complete Analysis and Record:

In the last stage, the optimised algorithm is thoroughly assessed in the simulated environment, and the methodology,
results, and conclusions are documented. The documentation contains the outcomes of the security and comparison
assessments together with a thorough description of the design, implementation, and testing procedures. The
project's impact on the field of privacy-preserving technology is described, emphasising the possibility for more study
and advancement in this sector (Shi et al., 2011).
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V. CONCLUSION AND FUTURE ENHANCEMENTS

The significance of strong privacy-preserving measures in the management and preservation of private medical data
is highlighted by this study, especially when it comes to pharmaceutical data. The suggested method outperforms
other cryptographic techniques like Differential Privacy, Secure Multi-Party Computation, and conventional
Homomorphic Encryption in real-time data retrieval scenarios. It combines Zero-Knowledge Proofs with Enhanced
Homomorphic Encryption and shows a promising balance between privacy and performance. More robust hardware
is required for this method, though, as it also comes with drawbacks, such as higher implementation complexity and
possible latency problems in large-scale systems. Future improvements might concentrate on maximising computing
efficiency, lowering processing overhead, and enhancing scalability as the need for safe and effective data handling in
the healthcare industry keeps increasing. In order to ensure that privacy-preserving solutions continue to be efficient
and flexible in response to the changing landscape of digital healthcare, hybrid models that incorporate the
advantages of several cryptographic algorithms could also be developed.
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