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Abstract - Cloud computing is technology based on the internet. Computing actually took place on a computer that
is not the one currently being used, mostly remote. Data obtained during this process is stored by remote servers
and processed by them. Cloud encryption is required because, when it is distributed via the Internet and other
computer networks, its main purpose is to safeguard and protect sensitive information. Providers of cloud storage
encrypt data and transfer the user’s encryption keys. When required, these keys are used to securely decrypt data.
Many studies have argued a variety of cryptographic techniques to preserve the privacy and security of user data
stored in the cloud. In this paper, to encrypt the data, an effective privacy protection scheme called Elliptic Curve
Cryptography (ECC) is proposed. Uploading encrypted files and indexes to a cloud server will reduce the computing
cost of encryption and decryption. It will then allow users to use the hash conflict feature to create trap door and
send it to the cloud service provider to search for matched ciphertext. Experiments show that, by using this process,
files can be encrypted, decrypted, and retrieved more easily compared to conventional methods. It can also maintain
data protection and decrease the overhead for communication.
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I. INTRODUCTION

The currently thriving version of computing services is cloud computing, with the goal of delivering worthy
productivity and minimum management load. Cloud computing is now at the forefront of computing and data
storage. Without being concerned about the storage and management of complex storage facilities, the data owner
enjoys the luxury of convenience. Outsourcing data could be leaked to unauthorized users, such as personal
information, health records, government data and other confidential information [6]. As users upload their data to
the cloud, they generally lack integrity of the information and unable to secure it from unauthorized access,
especially from the cloud service provider (CSP). Users encrypt it to preserve the privacy before outsourcing it to
the cloud. But encryption turns the information into randomized text and bypasses the search-based function.
Definitely, because of massive bandwidth and processing costs, it is not a feasible option to upload and decrypt all
data locally until searching. Searchable encryption is an effective tool to solve this problem. Searchable Encryption
(SE) is a cryptosystem where can search for encrypted text. In the outsourcing method for cloud data, the user
creates an index with a list of document IDs and a keyword set retrieved from that document is preceded by each
document ID. Using the modern cryptosystem, the user then encrypts the documents and transforms the index
containing protected searchable keywords. Several searchable encryption methods have recently been implemented
to securely search encrypted data [10]. In contrast to the privacy-preserving approach and the successful search for
data, the modern keyword search technique is now used to collect data on a secure basis. Several searchable
encryption methodologies have recently been implemented for the secure search of encrypted data.
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In addition, the new keyword search technique is often used to retrieve data on a safe in addition to privacy-
preserving strategy and to efficiently search data.[13]. The existing Diffie-Hellman (DH) algorithm is not capable of
processing device output where there is more computing. The nature of the Diffie-Hellman key exchange makes it
vulnerable to man-in-the-middle attacks, as any party involved in the exchange is not authenticated. Require a
reliable large multi-word search across encrypted cloud data that guarantees privacy. The greatest advantage of ECC
is that it is simply stronger for key sizes than RSA. ECC needs less processing power (CPU) and memory, resulting in
a much faster response time and throughput to the Web server while it is in operation. As follows, the research
paper is structured. The associated work is addressed in section 2. For the proposed Elliptic Curve Cryptography
(ECC) algorithm, a short note on the stairs is explained in section 3. The experimental findings and comparisons are
discussed in part 4. Finally, in section 5, the concluding remarks are illustrated.

Il. RELATED WORK

Much research has been done in the field of encryption, preserving single-keyword and multi-keyword searches for
encrypted data in the cloud. Searchable encryption allows users to encrypt data before they are outsourced to a
cloud server and search for encrypted data effectively [14]. It can be classified broadly as symmetrical and
asymmetric key settings based on cryptographic primitives. Many researchers are conducting extensive studies on
the protection of the privacy of cloud user data. This is discussed in this section.

Jiang, X. et al. (2017) proposed with the prevalence of cloud computing, data owners can outsource their data to
the cloud server to provide additional features. To maintain user confidentiality, outsourced data is usually stored in
a cloud server encryption form, making it particularly complicated to search for detailed encrypted documents that
match definite keywords on the cloud server for users. To address this issue, within that study, develop a multi-
keyword search ranking over encrypted cloud data, which added supports the verification of search results. To
attain a competent multi-keyword search, those who construct a special QSet data structure based on an inverted
index structure. In terms of reducing the search complexity, authors use the approach of first looking at the
approximate least frequent keyword in the query to minimize the occurrence of search documents. Within such a
framework, to use the common TFXIDF rule to support ranked searches to calculate the relevance scores of
documents trying to match the search request. To resist the malicious behaviour of the cloud server, researchers
produce a binary vector for each keyword and use MAC to verify the authenticity of the returned cipher text. The
security analysis shows that the proposed schemes are semantically secure in an adaptive setting [1].

Kermanshahi, S. K., et al. (2019) proposed with regard to searchable encryption schemes, secure searches over
encrypted data are generally supported by conventional Boolean keyword searches, not including capturing any
relevance of the search results. This leads to a significant amount of post-processing overhead for finding the most
matching documents and creates unnecessary communication costs between servers and end-users. Such
challenges can be mitigated effectively through a ranked search system that retrieves the most relevant documents.
However, existing state-of-the-art solutions in the perspective of Searchable Symmetric Encryption (SSE) recover
either (a) security and privacy threats due to the use of Order Preserving Encryption (OPE) or (b) non-practical
solutions such as the use of two non-collution servers. Within that study, researchers address a generic solution
for multi-keyword search ranked over encrypted cloud data. The implemented solution can be applied to
different symmetrically searchable encryption schemes [2].

Dai, H., et al. (2019) demonstrated the Standard searchable encryption schemes primarily adopt the TF-IDF (term
frequency-inverse document frequency) model, which fails to acknowledge the semantic link between keywords
and documents. The design of an efficient and secure semantic-aware search scheme is a challenge. The concept
model is based on "high-order co-occurrence,”" i.e. how often words co-occur in different contexts. It can then be
used to model latent semantics between texts. Within that study, authors propose a novel privacy-persevering
searchable encryption scheme depending on the Latent Dirichlet Allocation (LDA) topic approach. Documents are
modelled by LDA, and the theme concept is used to create a document-topic relevance matrix and topic vector
query. The matrix shall be used as an index for the proposed scheme. To increase the efficiency of the simple
method, can follow a special complete binary tree and use the "Greedy Depth First Search" algorithm [3].

Prasanna B. T., and Akki C. B., (2015) proposed and shared pool of cloud computing allows access to the
necessary resources as services through technology and web apps. When data is transferred to third parties,
consumers must retain responsibility for their data in the cloud. Privacy and confidentiality and protecting data in
the cloud is therefore a key problem. Researchers have proposed a range of cryptographic strategies to enhance the
integrity of user data in the cloud. But the problem is to include a secure search for maintained data that has been
encrypted in order to retrieve successful data. However, it suggests a framework for providing a secure search for
encrypted data on the cloud that helps protect its privacy and security. In this method, the use of the Commutative-
RSA algorithm, a cryptographic technique where only dual encryption takes place, has been used to reduce overall
computing overhead. The encrypted data search method is based on a tree search algorithm that helps search for
multiple keywords.
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The more important data for the search process is recovered, depending on the ranking of significance. Using this
process, content is not revealed when encrypted data is searched by users and queries are handled in an efficient
way [4].

Zhirong Shen., et al. (2014) addressed the Keyword based request to manage access to encrypted data stored in
the cloud. Initially, it may propose a reference load where the user can use his class labels and a search request to
internally retrieve the search capability, and a file will only be retrieved if his keywords match the query, and the
user's class labels can pass the policy review. Using this structure, a new scheme called KSAC can be suggested.
KSAC uses a modern cryptographic standard called HPE to implement a fine-grained access control, perform a
multi-field query search, and support a search capability derivation. Detailed real-world dataset analyses are carried
out to check the feasibility of the proposed scheme [5]. In comparison to most of these works, there is a multi-word
search method that secures an ECC algorithm with a view to resisting exposure range and correlation attacks,
respectively [12]. Finally, in order to test the efficiency of the proposed scheme, the proposed scheme is compared
with the DH algorithm, which focuses on Multi keyword Ranked Searchable Encryption schemes.

I11. THE PROPOSED SCHEME

The cloud data sharing mechanism consists of three entities: data owners, data consumers, and the cloud server.
Data owners create data files, customize encrypted archives that include both keywords and access management for
each file, and upload encrypted files along with indices to the cloud server. The cloud server manages encrypted
data and searches as users receive search functions. The data user shall refer to individuals attempting to download
files in compliance with their preferences and rights of access [7]. Effect on global searchable encryption assumes
privacy to be a primary concern and then reliability to performance issues, although there is still a trade-off among
privacy and quality. E-TFIDF is an algorithm that combines TF and IDF to measure the weight of a period. The E-
TFIDF scheme can be a very popular in-text magnificence field, and almost all the different weighting schemes are
variants of the scheme. TFIDF chooses the features by weighting the terms most commonly used in a single
document and penalising the terms used in a wide variety of documents.

3.1. Encrypt the Cloud Data

The proposed model provides secure and privacy-preserving access control for members, ensuring that every
member of a community uses the cloud resource anonymously. Can also have an efficient security study and carry
out detailed simulations to show the performance of the method in terms of overhead storage and computing. The
protection and confidentiality of the document is given by an ECC algorithm. The discrete problem with elliptical
curve groups is thought to be more difficult to monitor compared to other algorithms [8]. Using finite fields form the
Elliptic Curve Group, where can also have a DLP problem that is more difficult to solve, so that the attacker can't
easily locate the traces that provide a high degree of protection. Data uploads in the cloud are essentially carried out
in two different sets. Data that is very susceptible is required to be encrypted before accessing cloud scenarios
known as private data. Private data is encrypted using the ECC technique in which the created key is exchanged for
the purposes of downloading the data. The ECC technique intelligently brings superior protection, in a very efficient
and cost-conscious way. Encrypted data is decrypted using the generated key while uploading the material. In
accordance with the ECC encryption logic, the key pair created the key left to be decrypted for downloads [9]. The
resulting data decryption authenticates the veracity of the original data, which goes a long way towards
authenticating data protection.

3.2. Proposed ECC Algorithm
ECC is a public key encryption algorithm based on elliptic theory that could be used to produce faster, less important
and much more efficient cryptographic keys. ECC generates keys via the features of the elliptical curve equation
rather than the traditional generation process due to very large prime numbers. The protection of the ECC algorithm
depends upon the ability to measure a new point on the curve given the product points and to encrypt this point as
information to be shared between end users. Both clouds consent to any publicly identified data object.
a. The Elliptic Curve Equation

i. Values of xand y

ii. Prime, p
b. The elliptic group was computed from the elliptic curve equation.
c. Base point, B, taken from the elliptic group.

Key Generation

Step 1 - A choose an integer dA. This is A’s private key.

Step 2 - A then produces a public key PA=dA*B

Step 3 - B similarly chooses a private key dB and computes a public key PB= dB *B
Step 4 - A produces the security key K= dA *PB. B produces the secret key K= dB *PA.

NIRAE:: ©2014-21, AM Publications, India - All Rights Reserved Page -36



T Y
EEE International Journal of Innovative Research in Advanced Engineering (IJIRAE) ISSN: 2349-2163
Issue 03, Volume 8 (March 2021) https://www.ijirae.com/archives

HERRRARE

Encryption algorithm:

Suppose A wants to send to B an encrypted message.

Step 1 - A takes plaintext message M, and encodes it onto a point, PM, from the elliptic group.
Step 2 - A selects one more random integer, k from the interval [1, p-1]

Step 3 - The cipher text is a pair of points PC = [(kB), (PM + kPB)] Send ciphertext PC to cloud B.

Decryption algorithm:

Cloud B will take the following steps to decrypt cipher text PC.

Step 1 - B computes the product of the first point from PC and his private key, dB dB * (kB).

Step 2 - B then takes this product and subtracts it from the second point from PC (PM + kPB) — [dB (kB)] = PM +
k(dBB) — dB(kB) = PM.

Step 3 - B cloud then decodes PM to get the message, M.

In a cryptographic algorithm is proposed which is based on an esoteric branch of mathematics called elliptic curves
ECC is a necessity with a smaller key size relative to other asymmetric algorithms such as RSA and Diffie-Helmann.
The smaller key size used during the ECC decreases storage and transmission requirements which, in turn, lead to
faster processing. ECC is useful for encrypting data with less power, CPU time and memory [15]. The elliptic curve
should therefore be recognised for its computational and bandwidth support while offering similar security.

IV. PERFORMANCE EVALUATION

The security of the system is provided through the use of the ECC. Any much as even the private key (encrypted) is
done in secret; the cloud service provider cannot identify the index tree or the document collection. Search for
privacy protected multi-keywords based on encrypted cloud data has also been created [11]. The proposed system
approach was established using the Java script. In order to evaluate the performance of the comparative algorithms,
it is essential to define the parameters for which the algorithms must be tested. Since the security features of each
algorithm as their strength against cryptographic attacks are already known. The selected performance factor here
is the speed of the algorithm to encrypt / decrypt data blocks of different sizes.

i) Encryption time & Decryption Time
In order to measure the computational overhead in Table 4.1 and Table 4.2, a comparative analysis based on the
encryption time and the decryption time with the size of the file has been shown between the proposed encryption
algorithm and DH in the same set of files. The processing time for encryption and decryption through the proposed
algorithm is much shorter than the encryption and decryption time for the DH algorithm. The result is shown in
Figures 4.1 and 4.2.

Table 5.1: - Encryption Time Analysis

File Size in GB Existing Algorithm (DH) (Time in ms) Proposed Algorithm (ECC) (Time in ms)
2 875 624
4 920 695
6 967 750
8 1055 815
10 1120 970

1300
1200
1120
1100 1055
1000 967 970|
920
. 900 |875
% 200 s B 815
E o 625
e 624
2 600
% B0 = = = == == = m e e oo
“am
300
200
100

2 4 6 8 10
File Size (GB)

O Existing Algorithm (DH) O Proposed Algorithm (ECC)

Figure 4.1: - Encryption Time
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Table 4.2: - Decryption Time Analysis
File Size in GB Existing Algorithm (DH) (Time in ms) Proposed Algorithm (ECC)(Time in ms)
2 856 620
4 910 684
6 975 750
8 1035 815
10 1095 885
1300
1200
1100 10095
1035
1000 975
= 900|555 o 825
é &0 750 =
-E 700 684
c 620
2 600
% I et
8 400
300
200
100
0
2 4 6 8 10

File Size (GB)

O Existing Algorithm (DH) ~ © Proposed Algorithm (ECC)

Figure 4.2: - Decryption time
i) Encryption & Decryption Throughput
Encryption scheme is defined as the proportion total plain text in k-bytes divided by the average encryption time
and, throughout the case of decryption scheme, is computed as the average total cipher text divided by the average
decryption time. The results indicate the superiority of the ECC algorithm over the DH algorithm in terms of the
encryption process throughput. Because more of the output; more of the algorithm's speed and less of the power

consumption.

Table 4.3: - Encryption Throughput Analysis

O Existing Algorithm (DH)

File Size (GB)

B Proposed Algorithm (ECC)

File Size in GB Existing Algorithm (DH) (KBps) Proposed Algorithm (ECC) (KBps)
2 2227 4633
4 6250 9320
6 11100 13981
8 15223 18641
10 19650 23301

26000
24000 23301
22000
- 20000 T 19650)
& 18000
E 16000 15223
'F; 14000 13584
E 12000 11100
.g. 0000 4 === mm e = 7 e B
2 2000
& 6000 6250
4633
4000
2000 2T
0
2 4 6 8 10

Fig.4.3: - Encryption Throughput
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Table 4.4: - Decryption Throughput Analysis
File Size in GB Existing Algorithm (DH) (KBps) Proposed Algorithm (ECC) (KBps)
2 2450 4670
4 6380 9430
6 11020 14050
8 15200 18723
10 19540 23394
26000
24000 23394
22000 .
- 20000 e o4
E 18000
Eﬁ 16000 -t 15200
ga 14000 14050
£ 12000 11020
é b i i e e
? 8000
o c000 - 6380
4000
2450
2000
0

File Size (GB)
O Existing Algorithm (DH) [ Proposed Algorithm (ECC)

Fig.4.4: - Decryption Throughput

The above results state clearly that the proposed ECC algorithm achieves better performance in the cloud-based
encryption of user data. The simulation results presented had shown that ECC has a better performance than the
existing DH encryption algorithms used. Since ECC does not have any known security vulnerabilities so far, this
makes it an excellent candidate to be considered a standard encryption algorithm. DH showed poor performance
compared to the proposed algorithm because it requires more processing power.

V. CONCLUSION
Security of the cloud tends to depend on planning and cryptography. This study presents the performance
assessment of selected symmetric algorithms. The performance characteristics presented show the numerous
points. First, it was concluded that ECC had better performance than other algorithms followed by DH in terms of
throughput. This review shows that the novel technique enjoys the advantages of the symmetric algorithm over
processing time and the robustness of the main length asymmetric algorithm.
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