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This model is optimized through feature extraction using five features namely BRISK, MSER, SURF, HOG, SURF&HOG. For 
the classification of using cheat sheets, exchanging paper, use of cellular devices, peeking and not cheating activities, the 
accuracy ranged from 84% to 100%,92% to 98%,75% to 92%,86% to 98% and 100% respectively. In conclusion, results 
obtained from SURF features are very remarkable. The automatic cheat detection system recognized the cheating actions 
and obtained the accuracy of 91%. 
[2]In this paper, SURF feature is used to detect cheating activities in exam hall and also to match and identify the 
corresponding feature. Tracking algorithms are used to track detectors present in the input video and Viola Jones object 
detectors were used for finding the faces and labelling the activities. This paper includes detection of two cheating 
activities namely viewing answers from neighbours and passing chits to other students. In the process of extracting frames, 
the frames were saved in JPEG format. If detectors and tracking algorithms were not able to track the faces, then to avoid 
false classification the text labelling process is implemented. In conclusion several algorithms of feature extraction, feature 
matching and human activities were studied for building a fast and robust system to detect and recognize suspicious 
activities in an examination hall. 
[3]This paper involves describing a system which is developed for detecting anomalous behaviour or actions such as 
discussions during an exam, passing of notes or turning around etc. Real time recorded videos in a classroom are taken as 
dataset, which is trained and tested for all listed suspicious activities. This system takes a video as an input which is divided 
into 100 frames per second and works well using K-Nearest Neighbour (KNN) to detect suspicious activities. It contains 
three modules namely-Detection, Recognition and Classification. The histogram of oriented gradient (HOG) is used for 
object detection. Its features are given for KNN classifier as input, to classify the frames. These frames contain different 
suspicious or non-suspicious actions which are shown as output along with the text message and sound alert. The time 
taken for detecting a normal activity is 0.000003seconds and for detecting abnormal activity time ranges from 
0.827seconds to 1.253 seconds. The overall accuracy of this system is 88.2%.  
[4]In this paper, image processing technique is used to detect and analyse the suspicious behaviour of student and to save 
the images as evidence. A prototype model methodology is also used for detecting the error before implementation. The 
suspicious activities like peaking, exchanging notes and talking during exams are detected by capturing them are using a 
web camera. Faster-RCNN and YOLOV4 models are used and trained them in different platforms. During implementation, 
the recognized actions were captured and analysed to display them on monitor highlighting with a red box. The testing 
phase is divided into two parts and these tests are conducted in the normal-light intensity and low-light intensity. Based on 
the results obtained under normal-light intensity, detecting a small object using YOLOV4 yielded low accuracy than Faster-
RCNN, but in detecting talking activity YOLOV4 has higher accuracy. This system after detecting a suspicious activity will 
eventually crop and store the suspicious images in a folder. It can be concluded that both the objectives that were set 
initially were achieved. 
[5]In this paper, a computer vision based automated method is used for detecting anomalous activities. It uses YOLOV3 as 
backbone architecture for detecting cheating activities in examination. This system detects the head and neck movements 
through surveillance camera. The videos containing both normal and suspicious activities with a camera resolution of 
640x480 frame rates is considered as dataset. Thirty thousand frames were extracted and pre-processed which had 5693 
labelled images in the dataset. YOLOV3 algorithm was used for object detection. Shuffle Net structure is combined with 
YOLOV3 to build a well-structured yolov3 object detector. The proposed model was trained with 0.0002 learning rate, 
100000 epochs and was implemented using Python. This model of YOLOV3 achieved an accuracy of 88.03% on the dataset 
provided. 

II. METHODOLOGY 
The proposed system uses DenseNet-121 to detect malpractice in exam hall. DenseNet-121 is convolution neural 
network architecture commonly used in image recognition tasks.  

 
Fig 1: Prediction of paper exchange activity 
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OpenCV is also used for computer vision and image processing library that is used for object detection, face recognition 
and image segmentation. The sequence of the project starts with providing the video dataset as input to the model. The 
video dataset is converted to image dataset that is stored in image folder as JPEG format. Then the image is resized into 
100 x 100 pixels which reduce the resolution of the images for detecting suspicious activities. 

 

 
Fig 2: Prediction of turning around activity. 

 

The images are trained using DenseNet-121 architecture to detect activities such as paper exchange, turning around and 
normal activities. The model is tested to evaluate for different test cases. Classification of suspicious activities is done by 
predicting whether the activity is either paper exchange, turning around or normal activity. The activities are differentiated 
by using RGB rectangular frames. Section IV reports results of experiments conducted on the proposed model. 
 

III.RESULTS 
The goal of this project is to detect the student's suspicious activities that cheat in exams by adopting different means of 
malpractice. This makes the job of the invigilator very much easier. This system detects the cheating activities like paper 
exchange, turning around along with a normal activity of the students. This model detects malpractice of students in exam 
hall with more accuracy. 

IV.CONCLUSION AND FUTURE WORK 
 

To conclude, this project works very efficiently by detecting the malpractice that students do in examination hall. By 
implementing this model in every educational institution can be helpful to differentiate between the students who are loyal 
while they write the exams and who cheat in exams. This model works fine for only pre-recorded video datasets as well 
web cameras. It can be implemented in real time by using CCTV, by providing the immediate alerts to the invigilators and 
catch hold of the students who involve in malpractice. 
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